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INSTRUCTIONS TO BIDDERS

1. Procuring Agency:

2. Eligible Bidders:

11

21

2.2

2.3

Dawood University of Engineering & Technology
(DUET), Karachi

This Invitation for Bids is open to all suppliers from eligible source as
defined in the SPP Rules, 2010 and its Bidding Documents except as
provided hereinafter.

Bidders should‘not be associated, or have been associated in the past,
directly or indirectly, with a firm or any of its affiliates which have been
engaged by the Procuring agency to provide consulting services for the
preparation of the design, specifications, and other documents to be used
for the procurement of the goods to be purchased under this Invitation for
Bids.

Bidders shall not be eligible to bid if they are under a declaration of
ineligibility for corrupt and fraudulent practices issued by the any
government organization in accordance with sub clause 34.1

3. Eligible Goods and.Services

3.1 All goods and related services to be supplied under the contract shall have their origin in eligible
source countries, defined in the SPP Rules, 2010 and it's Bidding Documents, and all expenditures
made under the contract will be limited to.such goods and services.

3.2 For purposes of this clause, “origin® means the place where the goods are mined, grown, or
produced, or the place from which the related services are supplied. Goods are produced when,
through manufacturing, processing, or substantial and major assembly of components, a
commercially-recognized product results that is substantially different in basic characteristics or in
purpose or utility from its. components.

3.3 The origin of goods and services is distinct from the nationality of the Bidder.

4. Cost of Bidding

4.1 The Bidder shall bear all costs associated with the preparation and submission of its bid, and the
Procuring agency named in the Bid Data Sheet, hereinafter referred to as “the Procuring agency,”
will in no case be responsible or liable for those costs, regardless of the conduct or outcome of the

bidding process.

Seal & Signature of Bidder
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B. THE BIDDING DOCUMENTS

5. Content of Bidding Documents
5.1 the bidding documents include:

(@) Instructions to Bidders (ITB)

(b) Bid Data Sheet

(c) General Conditions of Contract (GCC)
(d)  Special Conditions of Contract (SCC)
(e) Schedule of Requirements

(f)  Technical Specifications

(g) Technical Evaluation Criteria

(h)  Bid Form and Price Schedules

® Bid Security Form

0] Contract Form

(k)  Performance Security Form

0] Manufacturer’s Authorization Form

5.2 The Bidder is expected to examine all instructions, forms, terms, and specifications in the bidding
documents. Failure to furnish all information required.by the bidding documents or to submit a bid
not substantially responsive 1o the bidding documents in every respect will be at the Bidder’s risk
and may result in the rejection of its. bid.

6. Clarification of Bidding
Documents

6.1 A interested Bidder requiring any clarification of the bidding documents may notify the Procuring
agency in writing: The. Procuring agency will respond in writing to any request for clarification of the
bidding documents which it receives no later than three working days prior to the deadline for the
submission of bids prescribed in the Bid Data Sheet. Written copies of the Procuring agency’s response
(including an explanation of the query but without identifying the source of inquiry) will be sent to all
interested bidders that have received the bidding-documents.

7. Amendment of Bidding Documents:

7.1 At any time prior to the deadline for submission of bids, the Procuring agency, for any reason,
whether at its own initiative.or in response to a clarification requested by a interested Bidder, may modify
the bidding documents by amendment;

7.2 All interested bidders that have received the bidding documents will be notified of the
amendment in writing, and will be binding on them.

7.3 In order to allow interested bidders reasonable time in which to take the amendment into
account in preparing their bids, the Procuring agency, at its discretion, may extend the deadline for the
submission of bids.

C. PREPARATION OF BIDS

8. Language of Bid:

8.1 The bid prepared by the Bidder, as well as all correspondence and documents relating to the bid
exchanged by the Bidder and the Procuring agency shall be written in the language specified in the Bid

Data Sheet. Supporting documents and printed literature furnished by the Bidder may be in another
language provided they are accompanied by an accurate translation of the relevant passages in the

Seal & Signature of Bidder
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language specified in the Bid Data Sheet, in which case, for purposes of interpretation of the Bid, the
translation shall govern.

9. Documents Comprising The Bid:
9.1 The bid prepared by the Bidder shall comprise the following components:

(@) a Bid Form and a Price Schedule completed in accordance with ITB Clauses 10, 11, and
12;
(b) Documentary evidence established in accordance with ITB Clause 13 that the Bidder is
eligible to bid and is qualified to perform the contract if its bid is accepted,;

(c) documentary evidence established in accordance with ITB Clause 14 that the goods and
ancillary services to be supplied by the Bidder are eligible goods and services and
conform to the bidding documents; and

(d) bid security furnished in accordance with ITB Clause 15.
10. Bid Form & Price Schedul:

10.1 The Bidder shall complete the Bid Form and the appropriate Price
Schedule furnished in the bidding documents, indicating the goods to be
supplied, a brief description of the goods, their country of origin, quantity,

and prices.

11. Bid Prices 11.1 The Bidder shall indicate on the appropriate Price Schedule the unit
prices (where applicable) and total bid price of the goods it proposes to supply
under the contract.

11.2 Prices indicated on the Price Schedule shall be delivered duty paid
(DDP) prices. The price of other (incidental) services, if any, listed in
the Bid Data Sheet will be entered separately.

11.3 The Bidder’'s separation of price components in accordance with ITB
Clause '11.2 above will be solely for the purpose of facilitating the
comparison of bids by the Procuring agency and will not in any way limit
the Procuring agency'’s right to contract on any of the terms offered.

11.5 Prices quoted by the Bidder shall be fixed during the Bidder’s
performance of the contract and not subject to variation on any account,
unless otherwise specified in the Bid Data Sheet. A bid submitted with an
adjustable price quotation will be treated as nonresponsive and will be
rejected, pursuant to ITB Clause 24. If, however, in accordance with the
Bid Data Sheet, prices quoted by the Bidder shall be subject to
adjustment during the performance of the contract, a bid submitted with a
fixed price quotation will not be rejected, but the price adjustment would
be treated as zero.

12. Bid Currencies 12.1 Prices shall be quoted in Pak Rupees unless otherwise specified
in the Bid Data Sheet.

13. Documents 13.1 Pursuant to ITB Clause 9, the Bidder shall furnish, as part of its
Establishing bid, documents establishing the Bidder’s eligibility to bid and its
Bidder’s qualifications to perform the contract if its bid is accepted.

Seal & Signature of Bidder
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13.2 The documentary evidence of the Bidder's eligibility to bid shall
establish to the Procuring agency’s satisfaction that the Bidder, at the time of
submission of its bid, is from an eligible country as defined under ITB Clause 2.

13.3 The documentary evidence of the Bidder's qualifications to perform the
contract if its bid is accepted shall establish to the Procuring agency’s
satisfaction:

(@) that, in the case of a Bidder offering to supply goods under the
contract which the Bidder did not manufacture or otherwise
produce, the Bidder-has been duly authorized by the goods’
Manufacturer or producer to supply the goods in the Procuring
agency’s country;

(b) that the Bidder has the financial, technical, and production capability
necessary to perform the contract;

(c) that, in the case of a Bidder not doing business within the Procuring
agency’s country, the Bidder is or will be (if awarded the contract)
represented by an Agent in that country equipped, and able to carry
out the Supplier's: maintenance, repair, and spare parts-stocking
obligations prescribed in the Conditions of Contract and/or
Technical Specifications; and

(d) that the Bidder meets the qualification criteria listed in the Bid Data
Sheet.

14.1 Pursuant to ITB Clause 9, the Bidder shall furnish, as part of its
bid, documents establishing the eligibility and conformity to the
bidding documents of all goods and services which the Bidder
proposes to supply.under the contract.

14.2 The documentary evidence of the eligibility of the goods and
services shall consist of a statement in the Price Schedule of the
country of origin of the goods and services offered which shall
be confirmed by a certificate of origin issued at the time of
shipment.

evidence of conformity of the goods and services to the bidding documents may

be in the form of literature, drawings, and data, and shall consist of:

(a) a detailed description of the essential technical and performance characteristics of the

goods;

(b) a list giving

full particulars, including available sources and current prices of spare parts,

special tools, etc., necessary for the proper and continuing functioning of the goods for a
period to be specified in the Bid Data Sheet, following commencement of the use of the
goods by the Procuring agency; and

(c) an item-by-item commentary on the Procuring agency's Technical Specifications
demonstrating substantial responsiveness of the goods and services to those specifications,
or a statement of deviations and exceptions to the provisions of the Technical Specifications.

Seal & Signature of Bidder
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14.4 For purposes of the commentary to be furnished pursuant to ITB Clause 14.3(c) above, the Bidder
shall note that standards for workmanship, material, and equipment, as well as references to
brand names or catalogue numbers designated by the Procuring agency in its Technical
Specifications, are intended to be descriptive only and not restrictive. The Bidder may substitute
alternative standards, brand names, and/or catalogue numbers in its bid, provided that it
demonstrates to the Procuring agency’s satisfaction that the substitutions ensure substantial
equivalence to those designated in the Technical Specifications.

15. Bid Security

15.1 Pursuant to ITB Clause 9; the Bidder shall furnish, as part of its bid, a bid

15.2

15.3

(a)

(b)

154

155

15.6

Seal & Signature of Bidder

security in the amount'specified in the Bid Data Sheet.

The bid security/is required to protect the Procuring agency against the
risk of Bidder's conduct which would warrant the security’s forfeiture,
pursuant to’ITB Clause 15.7.

The bid security shall be in"Pak. Rupees and shall be in one of the
following forms:

an irrevocable letter of credit issued by a reputable bank located in the
Procuring agency’s country, in the form provided in the bidding
documents or another form acceptable to the Procuring agency and valid
for thirty (30) days beyond the validity of the bid; or

In shape of Pay Order / Bank Draft.

Any bid not secured in accordance with ITB Clauses 15.1 and 15.3 will be
rejected by the Procuring agency as nonresponsive, pursuant to ITB
Clause 24.

Unsuccessful bidders’ bid security will be discharged or returned as
promptly as possible but not later than thirty (30) days after the expiration
of the period of bid validity prescribed by the Procuring agency pursuant
to ITB Clause 16.

The successful Bidder’s bid security will be discharged upon the Bidder
signing the contract, pursuant to ITB Clause 32, and furnishing the
performance security, pursuant to ITB Clause 33.

15.7  The bid security may be forfeited:

(a) if a Bidder withdraws its bid during the period of bid
validity specified by the Bidder on the Bid Form; or

(b) in the case of a successful Bidder, if the Bidder fails:
(i) to sign the contract in accordance with ITB Clause 32;
Or

(i) to furnish performance security in accordance with ITB Clause 33.
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16. Period of Validity of

Bids

17. Format and
Signing of Bid

18. Sealing and

Marking of
Bids

Seal & Signature of Bidder

16,1 Bids shall remain valid for the period specified in the Bid Data Validity of
Sheet after the date of bid opening prescribed by the Procuring Bids
agency, pursuant to ITB Clause 19. A bid valid for a shorter period shall
be rejected by the Procuring agency as nonresponsive

16.2 In exceptional circumstances, the Procuring agency may solicit the
Bidder’s consent to an extension of the period of validity. The request and
the responses thereto shall be made in writing . The bid security provided
under ITB Clause 15 shall also be suitably extended. A Bidder may refuse
the request without forfeiting its bid security. A Bidder granting the request
will not be required nor permitted to modify its bid, except as provided in
the bidding document.

17.1 The Bidder shall prepare an original and the.number of copies
the bid indicated in the Bid Data Sheet, clearly marking each “ORIGINAL
BID”. In the event of any discrepancy between them, the original shall
govern.

17.2 The original and the copy (if any) of the bid shall be typed or written in
indelible ink and shall be signed by the Bidder or a person or persons duly
authorized to hind. the Bidder to the contract. All pages of the bid, except
for un-amended printed literature, shall be initialed by the person or
persons signing the bid:

17.3 Any interlineations, erasures, or overwriting shall be valid only if they are
initialed by the person or persons signing the bid.

17.4 The Bidder shall furnish’ information as described in the Form of Bid on
commissions or gratuities, if any, paid or to be paid to agents relating to
this Bid, and to contract execution if the Bidder is awarded the contract.

D. SUBMISSION OF BIDS

18.1 The Bidder shall seal the original and each copy (if any) of the bid in

separate envelopes, duly marking the envelopes as “ORIGINAL”
and “COPY (if any).” The envelopes shall then be sealed in an outer
envelope.

18.2 The inner and outer envelopes shall:

(a) be addressed to the Procuring agency at the address given in the
Bid Data Sheet; and

(b)  bear the Project name indicated in the Bid Data Sheet, the Invitation
for Bids (IFB) title and number indicated in the Bid Data Sheet, and
a statement: “DO NOT OPEN BEFORE,” to be completed with the
time and the date specified in the Bid Data Sheet, pursuant to ITB




19. Deadline for

Submission of
Bids

20. Late Bids

21. Modification
and
Withdrawal of
Bids
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Clause 2.2.

18.3 The inner envelopes shall also indicate the name and address of the
Bidder to enable the bid to be returned unopened in case it is declared
“late”.

18.4 If the outer envelope is not sealed and marked as required by ITB Clause
18.2, the Procuring agency will assume no responsibility for the bid’s
misplacement or premature opening.

19.1 Bids must be received by the Procuring agency at the address

specified under ITB Clause 18.2 no later than the time and date
specified in the Bid Data Sheet.

19.2 The Procuring agency may, at its discretion, extend this deadline for the
submission of bids by amending the bidding documents in accordance
with ITB Clause 7, in which case all rights.and obligations of the Procuring
agency and-bidders previously  subject to the deadline will thereafter
be subject to the deadline as extended.

20.1 Any‘ bid received by the Procuring agency after the deadline for
submission of bids prescribed by the Procuring agency pursuant to ITB
Clause 19 will be rejected and returned unopened to the Bidder.

21.1 The Bidder may modify or withdraw its bid-after the bid’'s
submission, provided that written notice of the modification,
including substitution or withdrawal of the bids, is received by
the Procuring agency prior to the deadline prescribed for
submission of bids.

21.2° The Bidder’s  modification or withdrawal notice shall be
prepared, sealed, marked, and dispatched in accordance with the
provisions of ITB Clause 18. by a signed confirmation copy,
postmarked not later than the deadline for submission of bids.

21.3 No bid may be modified after the deadline for submission of
bids.

21.4 No bid may be withdrawn in the interval between the deadline
for submission of bids and the expiration of the period of bid
validity specified by the Bidder on the Bid Form. Withdrawal of
a bid during this interval may result in the Bidder’s forfeiture of
its bid security, pursuant to the ITB Clause 15.7.

E. OPENING AND EVALUATION OF BIDS

22. Opening of Bids by the Procuring Agency:

22.1 The Procuring agency will open all bids in the presence of bidders’

representatives who choose to attend, at the time, on the date, and at the place specified in the Bid Data
Sheet. The bidders’ representatives who are present shall sign a register evidencing their attendance.

Seal & Signature of Bidder
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22.2 The bidders’ names, bid modifications or withdrawals, bid prices,
discounts, and the presence or absence of requisite bid security and such
other details as the Procuring agency, at its discretion, may consider
appropriate, will be announced at the opening. No bid shall be rejected at
bid opening, except for late bids, which shall be returned unopened to the
Bidder pursuant to ITB Clause 20.

22.3 Bids (and modifications sent pursuant to ITB Clause 21.2) that are not
opened and read out at bid opening shall not be considered further for
evaluation, irrespective of the circumstances. Withdrawn bids will be
returned unopened to the bidders.

22.4 The Procuring agency willprepare minutes of the bid opening.

23. Clarification of 23.1 During evaluation of the bids, the Procuring agency may, at its
Bids discretion, ask the Bidder for a clarification of its bid. The
request for clarification and the response shall be in writing, and
no change in the prices or substance of the bid shall be sought,
offered, or permitted.

24. Preliminary 24.1 The Procuring agency. will examine the bids to determine
Examination whether they are complete, whether any computational errors
have been made, whether required sureties have been furnished,
whether the documents have been properly signed, and whether
the bids are generally in order.

24.2 Arithmetical errors will be rectified on the following basis. If
there is a discrepancy between the unit price and the total price
that is obtained by multiplying the unit price and quantity, the
unit price shall prevail, and the total price shall be corrected. If
the Supplier does not accept the correction of the errors, its bid
will be rejected, and its bid security may be forfeited. If there is
a discrepancy between words and figures, the amount in words
will prevail.

24.3 The Procuring agency may waive any minor informality,
nonconformity, or irregularity in a bid which does not constitute
a material deviation, provided such waiver does not prejudice or
affect the relative ranking of any Bidder.

24.4 Prior to the detailed evaluation, pursuant to ITB Clause 25 the Procuring
agency will determine the substantial responsiveness of each bid to the
bidding documents. For purposes of these Clauses, a substantially
responsive bid is one which conforms to all the terms and conditions of
the bidding documents without material deviations. Deviations from, or
objections  or reservation to critical provisions, such as those
concerning Bid Security (ITB Clause 15), Applicable Law (GCC Clause
30), and Taxes and Duties (GCC Clause 32), will be deemed to be a
material deviation. The Procuring agency’s determination of a bid’s
responsiveness is to be based on the contents of the bid itself without
recourse to extrinsic evidence.

Seal & Signature of Bidder
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If a bid is not substantially responsive, it will be rejected by the Procuring
agency and may not subsequently be made responsive by the Bidder by
correction of the nonconformity.

25.1 The Procuring agency will evaluate and compare the bids which

25.2

25.3

254

have been determined to be substantially responsive, pursuant to
ITB Clause 24.

The Procuring agency’s evaluation of a bid will be on delivered duty paid
(DDP) price inclusive of prevailing duties and will exclude any allowance
for price adjustment during the period of execution of the contract, if
provided in the bid.

The Procuring agency’s evaluation. of a bid will take into account, in
addition to the bid price quoted in accordance with ITB Clause 11.2, one
or more of the following factors as specified in the Bid Data Sheet, and
quantified in ITB Clause 25.4:

(@) _incidental costs
(b)  delivery schedule offered in the bid;

(c) deviations in payment schedule from. that specified in the Special
Conditions of Contract;

(d) . the cost of components, mandatory spare parts, and service;

(e) the availability Procuring agency of spare parts and after-sales
services for the equipment offered in the bid;

(f) ~ the projected operating and maintenance costs during the life of the
equipment;

(g) the performance and productivity of the equipment offered; and/or
(h) other specific criteria indicated in the Bid Data Sheet and/or in the
Technical Specifications.

For factors retained in the Bid Data Sheet pursuant to ITB 25.3, one or
more of the following quantification methods will be applied, as detailed in
the Bid Data Sheet:

(@) Incidental costs provided by the bidder will be added by Procuring
agency to the delivered duty paid (DDP) price at the final
destination.

(i)  The Procuring agency requires that the goods under the Invitation for Bids shall be delivered
at the time specified in the Schedule of Requirements which will be treated as the base, a
delivery “adjustment” will be calculated for bids by applying a percentage, specified in the
Bid Data Sheet, of the DDP price for each week of delay beyond the base, and this will be
added to the bid price for evaluation. No credit shall be given to early delivery.

Seal & Signature of Bidder
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The goods covered under this invitation are required to be delivered (shipped) within an
acceptable range of weeks specified in the Schedule of Requirement. No credit will be given
to earlier deliveries, and bids offering delivery beyond this range will be treated as
nonresponsive. Within this acceptable range, an adjustment per week, as specified in the
Bid Data Sheet, will be added for evaluation to the bid price of bids offering deliveries later
than the earliest delivery period specified in the Schedule of Requirements.

The goods covered under this invitation are required to be delivered in partial shipments, as
specified in the Schedule of Requirements. Bids offering deliveries earlier or later than the
specified deliveries will be adjusted in the evaluation by adding to the bid price a factor equal
to a percentage, specified in the Bid Data Sheet, of DDP price per week of variation from the
specified delivery schedule.

(c) Deviation in payment schedule.

(i)

or

(ii)

Bidders shall state their bid price for the payment schedule outlined in the SCC. Bids will be
evaluated on the basis of this base price. Bidders are, however, permitted to state an
alternative payment schedule and indicate the reduction in bid price they wish to offer for
such alternative payment schedule. The Procuring agency may consider the alternative
payment schedule offered by the selected Bidder.

The SCC stipulates the payment schedule offered by

the Procuring agency. If a bid deviates from the schedule and if such deviation is considered
acceptable to the Procuring agency; the bid will be evaluated by calculating interest earned
for any earlier payments involved in the terms outlined in the bid as compared with those
stipulated in this invitation, at the rate per annum specified in the Bid Data Sheet.

(d) Cost of spare parts:

@

or

(ii)

or

(iii)

The list of items and quantities of major assemblies, components, and selected spare parts,
likely to be required during the initial. period of operation specified in the Bid Data Sheet, is
annexed to the Technical Specifications. The total cost of these items, at the unit prices
quoted in each bid, will be added to the bid price.

The Procuring agency will draw up a list of high-usage and high-value items of components
and spare parts; along with estimated quantities of usage in the initial period of operation
specified in the Bid Data Sheet. The total cost of these items and quantities will be
computed from spare parts unit prices submitted by the Bidder and added to the bid price.

The Procuring agency will estimate the cost of spare parts usage in the initial period of
operation specified in the Bid Data Sheet, based on information furnished by each Bidder,
as well as on past experience of the Procuring agency or other procuring agencies in similar
situations. Such costs shall be added to the bid price for evaluation.

(e) Spare parts and after sales service facilities in the Procuring agency’s country.

The cost to the Procuring agency of establishing the minimum service facilities and parts
inventories, as outlined in the Bid Data Sheet or elsewhere in the bidding documents, if quoted
separately, shall be added to the bid price.

Seal & Signature of Bidder
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26. Contacting the
Procuring
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(f)

@

(h)
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Operating and maintenance costs.

Since the operating and maintenance costs of the goods under
procurement form a major part of the life cycle cost of the
equipment, these costs will be evaluated in accordance with the
criteria specified in the Bid Data Sheet or in the Technical
Specifications.

Performance and productivity of the equipment.

0] Bidders shall state the guaranteed performance or efficiency
in response to-the Technical Specification. For each drop in
the performance or efficiency below the norm of 100, an
adjustment for an amount specified in the Bid Data Sheet will
be added to the bid price, representing the capitalized cost of
additional operating costs over the life of the plant, using the
methodology specified in the Bid Data Sheet or in the
Technical Specifications.

or

(). Goods offered shall have a minimum productivity specified
under the relevant provision in the Technical Specifications to
be considered responsive. Evaluation shall be based on the
cost per unit of the actual productivity of goods offered in the
bid, and adjustment will be added to the bid price using the
methodology specified in<the Bid Data Sheet or in the
Technical Specifications.

Specific additional criteria indicated in the Bid Data Sheet and/or in
the Technical Specifications.

The relevant-evaluation method shall be detailed in the Bid Data
Sheet and/or in the Technical Specifications.

25.4 Merit Point System:

26.1

The following merit point system for weighing evaluation factors can be
applied if none of the evaluation methods listed in 25.4 above has been
retained in the Bid Data Sheet. The number of points allocated to each
factor shall be specified in the Bid Data Sheet.

[In the Bid Data Sheet, choose from the range of]

Evaluated price of the goods 60 to 90
Cost of common list spare parts 0to 20
Technical features, and maintenance and operating costs 0 to 20
Availability of service and spare parts 0to 20
Standardization 0to 20
Total 100

The bid scoring the highest number of points will be deemed to
be the lowest evaluated bid.

Subject to ITB Clause 23, no Bidder shall contact the Procuring
agency on any matter relating to its bid, from the time of the bid




agency
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opening to the time the contract is awarded. If the Bidder wishes
to bring additional information to the notice of the Procuring
agency, it should do so in writing.

26.2  Any effort by a Bidder to influence the Procuring agency in its
decisions on bid evaluation, bid comparison, or contract award
may result in the rejection of the Bidder’s bid.

F. AWARD OF CONTRACT

27. Post-Qualification:

27.1

27.2

27.3

28. Award 28.1

In the absence of prequalification;” the Procuring agency will determine to its
satisfaction whether the Bidder that is selected as having submitted the lowest
evaluated responsive bid isqualified. to perform the contract satisfactory, in
accordance with the criteria‘listed in ITB Clause 13.3

The determination will take into account the Bidder’s financial, technical, and
production capabilities. It will be based uponan examination of the
documentary evidence of the Bidder's qualifications submitted by the Bidder,
pursuant to ITB Clause 13.3, as well as such other information as the Procuring
agency deems necessary.and appropriate.

An affirmative determination will be a prerequisite for award of the contract to
the Bidder. A negative determination will result in rejection of the Bidder’s bid,
innwhich event the Procuring agency will proceed to the next lowest evaluated
bid to make a similar determination. of that Bidder's capabilities to perform
satisfactorily.

Subject to ITB Clause 30, the Procuring agency will award the Criteriacontract
to the successful Bidder whose bid has been determined to be substantially
responsive and has been determined to be the lowest evaluated bid, provided
further that the Bidder is determined to be qualified to perform the contract
satisfactorily.

29. Procuring Agency’s
Right to vary quantities
at time of award:

29.1

The Procuring agency reserves the right at the time of contract award to
increase or decrease, by the percentage indicated in the Bid Data Sheet, the
guantity of goods and services originally specified in the Schedule of
Requirements without any change in

unit price or other terms and conditions.

30. Procuring agency’s Right
to Accept any Bid and

to Reject any o

30.1

Seal & Signature of Bidder

r All Bids

The Procuring agency reserves the right to accept or reject any bid, and to
annul the bidding process and reject all bids at any time prior to contract award,
without thereby incurring any liability to the affected Bidder or bidders or any
obligation to inform the affected Bidder or bidders of the grounds for the
Procuring agency'’s action.
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31. Notification of  31.1 Prior to the expiration of the period of bid validity, the Procuring
agency will notify the successful Bidder in writing by registered letter
or by cable, to be confirmed in writing by registered letter, that it bid
has been accepted.

Award

32. Signing of
Contract

33. Performance
Security

34. Corrupt or
Fraudulent
Practices

Seal & Signature of Bidder

31.2

31.3

The notification of award will constitute the formation of the Contract.

Upon the successful Bidder’s furnishing of the performance security
pursuant to ITB Clause 33, the Procuring agency will promptly notify
each unsuccessful Bidder andwill discharge its bid security, pursuant to
ITB Clause 15.

32.1 At the same time as the Procuring agency notifies the successful

32.2

33.1

33.2

Bidder that its bid has been accepted, the Procuring agency will
send the Bidder the Contract Form provided in the bidding
documents, incorporating all agreements between the parties.

Within thirty (10) days of receipt of the Contract Form, the successful
Bidder shall sign and date the contract and return it to the Procuring
agency.

Within twenty (10) days of the receipt of notification of award from the
Procuring agency, the successful Bidder shall furnish the performance
security in accordance with the Conditions of Contract, in the Performance
Security Form provided.in the bidding documents, or in another form
acceptable to the Procuring agency.

Failure of the successful Bidder to comply with the requirement of ITB
Clause 32 or ITB Clause 33.1 shall constitute sufficient grounds for the
annulment of the award and forfeiture of the bid security, in which event
the Procuring agency may make the award to the next lowest evaluated
Bidder or call for new bids.

34.1 The Government of Sindh requires that Procuring agency’s
(including beneficiaries of donor agencies’ loans), as well as
Bidders/Suppliers/Contractors under Government-financed

contracts, observe the highest standard of ethics during the

procurement and execution of such contracts. In pursuance of
this policy, the SPPRA, in accordance with the SPP Act, 2009
and Rules made thereunder:

@) defines, for the purposes of this provision, the terms set forth
below as follows:

0] “corrupt practice” means the offering, giving,
receiving or soliciting of any thing of value to influence
the action of a public official in the procurement process
or in contract execution; and
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(i) “fraudulent practice” means a
misrepresentation of facts in order to influence a
procurement process or the execution of a contract to
the detriment of the Procuring agency, and includes
collusive practice among Bidders (prior to or after bid
submission) designed to establish bid prices at artificial
non-competitive levels and to deprive the Procuring
agency of the benefits of free and open competition;

(b) will reject a proposal for award if it determines that the
Bidder recommended for award has engaged in corrupt or
fraudulent practices in competing for the contract in question;

(c) will declare a firm ineligible, either indefinitely or for a
stated period of time, to be awarded a Government-financed
contract if it at any time determines that the firm has engaged in
corrupt or fraudulent practices in competing for, or in executing,
a Government-financed contract.

34.2 Furthermore, Bidders shall be aware of the provision stated in sub-clause
5.4 and sub-clause 24.1 of the General Conditions of Contract.
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General Conditions of Contract

In this Contract, the following terms shall be interpreted as indicated:

@)

(b)

(©

(d)

(e)

]
(@)

(h)
@)

0

(k)

“The Contract” means the agreement entered into between the
Procuring agency and the Supplier, as recorded in the Contract
Form signed by the parties, including all attachments and
appendices thereto and all documents incorporated by reference
therein.

“The Contract Price” means the price payable to the Supplier
under the Contract for the full and proper performance of its
contractual obligations.

“The Goods” means all of the equipment, machinery, and/or
other<materials which the Supplier.is required to supply to the
Procuring agency under the Contract.

“The Services” means those services ancillary to the supply of
the Goods, such as transportation and insurance, and any other
incidental services, such as installation, commissioning,
provision of technical assistance, training, and other such
obligations of the Supplier covered.under the Contract.

“GCC” means the General Conditions of Contract contained in
this section.

“SCC” means the Special Conditions of Contract.

“The Procuring agency” means the organization purchasing the
Goods, as named in SCC.

“The Procuring agency’s country” is the country named in SCC.

“The Supplier” means the individual or firm supplying the Goods
and Services under this Contract.

“The Project Site,” where applicable, means the place or places
named in SCC.

“‘Day” means calendar day.

2.1 These General Conditions shall apply to the extent that they are

not superseded by provisions of other parts of the Contract.

3.1 All Goods and Services supplied under the Contract shall have

their origin in the countries and territories eligible under the rules
and “further elaborated in the SCC.

3.2 For purposes of this Clause, “origin” means the place where the
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Goods were mined, grown, or produced, or from which the
Services are supplied. Goods are produced when, through
manufacturing, processing, or substantial and major assembly of
components, a commercially recognized new product results that
is substantially different in basic characteristics or in purpose or

utility from its components.

3.3 The origin of Goods and Services is distinct from the nationality

of the Supplier.

4.1 The Goods supplied under-this Contract shall conform to the

standards mentioned.in the Technical Specifications, and, when
no applicable standard is mentioned, to the authoritative
Standards appropriate to the Goods’ country of origin. Such

standards shall be the latest issued by the concerned institution.

5. Use of 5.1 The Supplier shall.not, without the Procuring agency’s prior
Contract written.consent, disclose the Contract, or any provision thereof,
Documents or any specification, plan, drawing, pattern, sample, or
and information furnished by or on behalf of the Procuring agency in
Information; connection therewith, to any person other than a person
Inspection and Employed by the Supplier in the performance of the Contract.
Audit by the Disclosure to any such employed person shall be made in
Government confidence and shall extend only so far as may be necessary for

5.2

5.3

54

6. Patent Rights 6.1

Seal & Signature of Bidder

Purposes of such performance.

The Supplier shall not; without the Procuring agency’s prior written
consent, make use of any document or information enumerated in
GCC Clause 5.1 except for purposes of performing the Contract.

Any document, other than the Contract itself, enumerated in GCC
Clause 5.1 shall remain the property of the Procuring agency and shall
be returned (all copies) to the Procuring agency on completion of the
Supplier's performance under the Contract if so required by the
Procuring agency.

The Supplier shall permit the Procuring agency to inspect the
Supplier's accounts and records relating to the performance of the
Supplier and to have them audited by auditors appointed by the
procuring agency, if so required.

The Supplier shall indemnify the Procuring agency against all
third-party claims of infringement of patent, trademark, or

industrial design rights arising from use of the Goods or any part
thereof in the Procuring agency’s country.
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7. Performance 7.1 Within 10 days of receipt of the notification of Contract
Security award, the successful Bidder shall furnish to the Procuring

agency the performance security in the amount specified in SCC.

7.2 The proceeds of the performance security shall be payable to the
Procuring agency as compensation for any loss resulting from the

Supplier’s failure to complete its obligations under the Contract.

7.3 The performance security shall be denominated in the currency
of the Contract acceptable to the Procuring agency and shall be

in one of the following forms:

(a) a bank guarantee or an irrevocable letter of credit issued by
a reputable bank located in the Procuring agency’s country,
in the form provided in the bidding documents or another

form acceptable to the Procuring agency; or

(b) a cashier’s or certified check.

7.4 The performance security will be discharged by the Procuring
agency and returned to the Supplier notlater than thirty (30) days
following the date of completion of the Supplier's performance
obligations under the Contract, including any warranty

Obligations, unless specified otherwise in SCC.

8. Inspections 8.1 The Procuring agency or its representative shall have the right to
and Tests inspect and/or to test the Goods to confirm their conformity to
the Contract specifications at no extra cost to the Procuring
agency. SCC and the Technical Specifications shall specify what
inspections and tests the Procuring agency requires and where
they are to be conducted. The Procuring agency shall notify the
Supplier in writing, in a timely manner, of the identity of any

representatives retained for these purposes.

8.2 The inspections and tests may be conducted on the premises of

the Supplier or its subcontractor(s), at point of delivery, and/or at

the Goods’ final destination. If conducted on the premises of the
Supplier or its subcontractor(s), all reasonable facilities and assistance,
including access to drawings and production data, shall be furnished to
the inspectors at no charge to the Procuring agency.

8.3 Should any inspected or tested Goods fail to conform to the
Specifications, the Procuring agency may reject the Goods, and the
Supplier shall either replace the rejected Goods or make alterations
necessary to meet specification requirements free of cost to the
Procuring agency.

Seal & Signature of Bidder
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The Procuring agency’s right to inspect, test and, where necessary,
reject the Goods after the Goods’ arrival in the Procuring agency’s
country shall in no way be limited or waived by reason of the Goods
having previously been inspected, tested, and passed by the Procuring
agency or its representative prior to the Goods’ shipment from the
country of origin.

Nothing in GCC Clause 8 shall in any way release the Supplier from
any warranty or other obligations under this Contract.

9. Packing 9.1 The Supplier shall provide such packing of the Goods as is required to

10. Delivery.and
Documents

11. Insurance 11.1

12. Transpor-  12.1
tation

13. Incidental 13.1
Services

Seal & Signature of Bidder

9.2

10.1

10.2

prevent their damage or deterioration during transit to their final
destination, as indicated in the Contract. The packing shall be sufficient
to withstand, without limitation; rough handling during transit and
exposure to extreme temperatures, salt and precipitation during transit,
and open storage. Packing case size and weights shall take into
consideration, where appropriate, the remoteness of the Goods’ final
destination and the absence of heavy handling facilities at all points in
transit.

The packing, marking, -and documentation within and outside the
packages shall comply strictly with such special requirements as shall
be expressly provided for in the Contract, including additional
requirements, -if any, specified in SCC, and in any subsequent
instructions ordered by the Procuring agency.

Delivery of the Goods shall be made by the Supplier in

accordance with the terms specified in the Schedule of

Requirements. The details of shipping and/or other documents to
be furnished by the Supplier are specified in SCC.

Documents to be submitted by the Supplier are specified in SCC.
The Goods supplied under the Contract shall be delivered duty

paid(DDP)under which risk is transferred to the buyer after having
been delivered, hence insurance coverage is sellers responsibility.

The Supplier is required under the Contact to transport the goods to a
specified place of destination within the Procuring agency’s country,
transport to such place of destination in the Procuring agency’s country,
including insurance and storage, as shall be specified in the Contract,

shall

be arranged by the Supplier, and related costs shall be

included in the Contract Price.

The Supplier may be required to provide any or all of the
following services, including additional services, if any,
specified in SCC:

(@) performance or supervision of on-site assembly and/or start-up
of the supplied Goods;




14. Spare Parts 14.1

15.

Seal & Signature of Bidder

Warranty
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(b)  furnishing of tools required for assembly and/or maintenance of
the supplied Goods;

(c) furnishing of a detailed operations and maintenance manual for
each appropriate unit of the supplied Goods;

(d) performance or supervision or maintenance and/or repair of the
supplied Goods, for a period of time agreed by the parties,
provided that this service shall not relieve the Supplier of any
warranty obligations under this Contract; and

(e) training of the Procuring agency’s personnel, at the Supplier's
plant and/or on-site, in assembly, start-up, operation,
maintenance, and/or repair of the supplied Goods.

13.2 Prices charged by the Supplier for incidental services, if not included in
the Contract Price for the Goods, shall be agreed upon in advance by
the parties and shall not exceed the prevailing rates charged for other
parties by the Supplier for similar services.

Ascspecified in' SCC, the Supplier may be required.to provide any or all
of the following materials, notifications, and information pertaining to
spare parts. manufactured or distributed by the Supplier:

(&) such spare parts as the Procuring agency may elect to purchase
from the Supplier, provided that this election shall not relieve the
Supplier of any warranty obligations under the Contract; and

(b) inthe event of termination of production of the spare parts:

0] advance notification to the Procuring agency of the
pending termination, in sufficient time to permit the
Procuring agency to procure needed requirements; and

(i) = following such termination, furnishing at no cost to the
Procuring agency, the blueprints, drawings, and
specifications of the spare parts, if requested.

15.1 The Supplier warrants that the Goods supplied under the
Contract is new, unused, of the most recent or current models and those
they incorporate all recent improvements in design and materials unless
provided otherwise in the Contract. The Supplier further warrants that all
Goods supplied under this Contract shall have no defect, arising from
design, materials, or workmanship (except when the design and/or material
is required by the Procuring agency’s specifications) or from any act or
omission of the Supplier, that may develop under normal use of the supplied
Goods in the conditions prevailing in the country of final destination.

15.2 This warranty shall remain valid for twelve (12) months after the
Goods, or any portion thereof as the case may be, have been
delivered to and accepted at the final destination indicated in the
Contract, or for eighteen (18) months after the date of shipment from




16. Payment

17. Prices

18. Change Orders
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15.5
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the port or place of loading in the source country, whichever period
concludes earlier, unless specified otherwise in SCC.

The Procuring agency shall promptly notify the Supplier in writing of
any claims arising under this warranty.

Upon receipt of such notice, the Supplier shall, within the period
specified in SCC and with all reasonable speed, repair or replace the
defective Goods or parts thereof, without costs to the Procuring
agency.

If the Supplier, having been notified, fails to remedy the defect(s)
Within the period specified in SCC, within a reasonable period, the
Procuring agency may-proceed to take such remedial action as may be
necessary, at the Supplier’s risk-and expense and without prejudice to
any other rights.-which the Procuring agency may have against the
Supplier under.the Contract.

16.1 The method and conditions of payment to be made to the

Supplier under this. Contract shall be specified in SCC.

16.2 The Supplier’'s request(s) for payment shall be made to the

16.3

16.4

17.1

18.1

Procuring agency in writing, accompanied by an invoice
describing, as appropriate, the Goods delivered and Services
performed, and by documents submitted pursuant to GCC Clause
10, and upon fulfillment of other obligations stipulated in the

Contract.

Payments shall be made promptly by the Procuring agency, but
in no case later than Thirty (30) days after submission of an

Invoice or claim by the Supplier.

The currency of payment is Pak. Rupees.

Prices charged by the Supplier for Goods delivered and Services
performed under the Contract shall not vary from the prices
quoted by the Supplier in its bid, with the exception of any price
adjustments authorized in SCC or in the Procuring agency’s

request for bid validity extension, as the case may be.

The Procuring agency may at any time, by a written order given
to the Supplier pursuant to GCC Clause 31, make changes within
the general scope of the Contract in any one or more of the

following:

(a) drawings, designs, or specifications, where Goods to be

furnished under the Contract are to be specifically

manufactured for the Procuring agency;

(b) the method of shipment or packing;
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(c) the place of delivery; and/or

(d) the Services to be provided by the Supplier.

18.2 If any such change causes an increase or decrease in the cost of,

19. Contract 19.1

Amendments

20. Assighment 20.1

21. Subcontracts 21.1

22. Delays in the
Supplier’s
Performance

Seal & Signature of Bidder

21.2

22.1

22.2

22.3

or the time required for, the Supplier's performance of any

provisions under the Contract, an equitable adjustment shall be
made in the Contract Price or delivery schedule, or both, and the
Contract shall accordingly be amended. Any claims by the
Supplier for adjustment under this clause must be asserted within
thirty (30) days from thedate of the Supplier’s receipt of the

Procuring agency’s change order.

Subject to GCC Clause 18, no variation.in or modification of the
terms of the Contract shall be made except by written

amendment signed by the parties.

The Supplier shall not assign, in whole or in part, its obligations
to perform. under this Contract, except with the Procuring

agency’s prior written consent.

The Supplier shall notify the Procuring agency in writing of all
subcontracts awarded under this Contract if not already specified
in the bid. Such notification, in the original bid or later, shall not
relieve the Supplier from any liability or obligation under the

Contract.

Subcontracts must comply with the provisions of GCC Clause 3.

Delivery of the Goods and performance of Services shall be
made by the Supplier in accordance with the time schedule
prescribed by the Procuring agency in the Schedule of
Requirements.

If at any time during performance of the Contract, the Supplier or its
subcontractor(s) should encounter conditions impeding timely delivery
of the Goods and performance of Services, the Supplier shall promptly
notify the Procuring agency in writing of the fact of the delay, its likely
duration and its cause(s). As soon as practicable after receipt of the
Supplier’s notice, the Procuring agency shall evaluate the situation and
may at its discretion extend the Supplier’s time for performance, with or
without liquidated damages, in which case the extension shall be
ratified by the parties by amendment of Contract.

Except as provided under GCC Clause 25, a delay by the Supplier in
the performance of its delivery obligations shall render the Supplier
liable to the imposition of liquidated damages pursuant to GCC Clause
23, unless an extension of time is agreed upon pursuant to GCC
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Clause 22.2 without the application of liquidated damages.

23. Ligquidated 23.1 Subject to GCC Clause 25, if the Supplier fails to deliver any
Damages or all of the Goods or to perform the Services within the period(s)

specified in the Contract, the Procuring agency shall, without
prejudice to its other remedies under the Contract, deduct from
the Contract Price, as liquidated damages, a sum equivalent to
the percentage specified in SCC of the delivered price of the
delayed Goods or unperformed Services for each week or part
thereof of delay until actual delivery or performance, up to a
maximum deduction of the percentage specified in SCC. Once
the maximum is reached, the Procuring agency may consider
termination of the Contractpursuant to GCC Clause 24.

24. Termination 24.1 The Procuring agency, without prejudice to any other remedy for for Default
breach of Contract, by written notice of default sent to the
Supplier, may terminate'this Contract in whole or in part:

@)

(b)

(©

if'the Supplier fails to deliver any or all of the Goods within the
period(s) specified.in<the Contract, or within any. extension thereof
granted by the Procuring agency pursuant to GCC Clause 22; or

if the Supplier fails to perform any other obligation(s) under the
Contract.

if the Supplier, in the judgment of the Procuring agency has engaged
in corrupt or fraudulent practices in competing for or in executing the
Contract.

For the purpose of this clause:

“corrupt practice” means the offering, giving, receiving or soliciting of
any thing of value to influence the action of a public official in the
procurement process or in contract execution.

“fraudulent practice” means a misrepresentation of facts in order to
influence a procurement process or the execution of a contract to the
detriment of the Borrower, and includes collusive practice among
Bidders (prior to or after bid submission) designed to establish bid
prices at artificial non-competitive levels and to deprive the Borrower
of the benefits of free and open competition.

24.2 In the event the Procuring agency terminates the Contract in whole or in
part, pursuant to GCC Clause 24.1, the Procuring agency may procure,
upon such terms and in such manner as it deems appropriate, Goods or
Services similar to those undelivered, and the Supplier shall be liable to the
Procuring agency for any excess costs for such similar Goods or Services.
However, the Supplier shall continue performance of the Contract to the
extent not terminated.

25. Force Majeure  25.1 Notwithstanding the provisions of GCC Clauses 22, 23, and 24, the

Seal & Signature of Bidder
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25.3

26. Termination 26.1
for Insolvency
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Supplier shall not be liable for forfeiture of its performance security,
liquidated damages, or termination for default if and to the extent that
its delay in performance or other failure to perform its obligations under
the Contract is the result of an event of Force Majeure.

For purposes of this clause, “Force Majeure” means an event beyond
the control of the Supplier and not involving the Supplier's fault or
negligence and not foreseeable. Such events may include, but are not
restricted to, acts of the Procuring agency in its sovereign capacity,
wars or revolutions, fires, floods, epidemics, quarantine restrictions,
and freight embargoes.

If a Force Majeure situation arises, the Supplier shall promptly notify
the Procuring agency in writing of such condition and the cause
thereof. Unless otherwise directed by the Procuring agency in writing,
the Supplier shall.continue to perform its obligations under the Contract
as far as is_reasonably practical, and shall seek all reasonable
alternative means for performance not prevented by the Force Majeure
event.

The Procuring agency may at any time terminate the Contract by
giving written notice to the Supplier if the Supplier becomes
bankrupt or otherwise insolvent. In this event, termination will

be without compensation to the Supplier, provided that such
termination will not prejudice or affect any right of action or
remedy which has accrued or will accrue thereafter to the

Procuring agency.

27. Termination 27.1 The Procuring agency, by written notice sent to the Supplier,

for
Convenience

27.2

Seal & Signature of Bidder

may terminate the Contract, in whole or in part, at any time for
its convenience. The notice of termination shall specify that
termination is for the Procuring agency’s convenience, the extent
to which performance of the Supplier under the Contract is
terminated, and the date upon which such termination becomes

effective.

The Goods that are complete and ready for shipment within thirty (30)
days after the Supplier's receipt of notice of termination shall be
accepted by the Procuring agency at the contract terms and prices.
For the remaining goods, the Procuring Agency may elect:




28. Resolution of
Disputes

29. Governing
Language

30. Applicable
Law

31. Notices

32. Taxes and
Duties

Seal & Signature of Bidder
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(@) to have any portion completed and delivered at the Contract
terms and prices; and/or

(b) to cancel the remainder and pay to the Supplier an agreed
amount for partially completed Goods and Services and for
materials and parts previously procured by the Supplier.

28.1 The Procuring agency and the Supplier shall make every effort to

28.2

resolve amicably by direct informal negotiation any
disagreement or dispute arising between them under or in
connection with the Contract:

If, after thirty (30) days from the commencement of such informal
negotiations, the Procuring agency and the Supplier have been unable
to resolve amicably a Contract dispute, either party may require that
the dispute be referred for resolution to the formal mechanisms
specified in<SCC. These mechanisms may include, but are not
restricted to, conciliation mediated by a third party, adjudication in an
agreed manner and/or arbitration.

29.1 The Contract shall be written in the language specified in SCC.

312

Subject to GCC Clause 30, the version of the Contract written in
the specified language shall govern its interpretation. All
correspondence and other documents pertaining to the Contract
which are exchanged by the parties shall'be written in the same
language.

30.1 The Contract shall be interpreted in‘accordance with the laws of

the Procuring agency’s country, unless otherwise specified in
SCC.

31.1 Any notice given by one party to the other pursuant to this

Contract shall be sent to the other party in writing or by cable,
telex, or facsimile and confirmed in writing to the other party’s
address specified in SCC.

A notice shall be effective when delivered or on the notice’s effective
date, whichever is later.

32.1 Supplier shall be entirely responsible for all taxes, duties, license

fees, etc., incurred until delivery of the contracted Goods to the
Procuring agency.
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Notes on the Instructions to Bidders

This section of the bidding documents provides the information necessary for bidders to prepare
responsive bids, in accordance with the requirements of the Procuring agency. It also provides
information on bid submission, opening, and evaluation, and on the award of contract.

Part One Section | contains provisions that are to be used unchanged. Part Two Section I
consists of provisions that supplement, amend, or specify in detail information or
requirements included in Part One Section | and which are specific to each procurement .

Matters governing the performance of the Supplier, payments under the contract, or matters
affecting the risks, rights, and obligations of the parties under the contract are not normally
included in this section, but rather under Part one Section Il, General Conditions of Contract,
and/or Part Two Section lll, Special Conditions of Contract.

These Instructions to Bidders will not be part of the contract.

Seal & Signature of Bidder
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Notes on the General Conditions of Contract

The General Conditions of Contract in Part One Section |l, read in conjunction with the Special
Conditions of Contract in Part Two Section Il and other documents listed therein, should be a
complete document expressing all the rights and obligations of the parties.

The General Conditions of Contract herein shall not be altered. Any changes and complementary
information, which may be needed, shall be introduced. only through the Special Conditions of
Contract in Part Two Section III.

Seal & Signature of Bidder
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Procurement of Goods

PART TWO (PROCUREMENT SPECIFIC PROVISIONS)

Seal & Signature of Bidder

Invitation for Bids (IFB)

Bid Data Sheet (BDS)

Special Conditions of Contract (SCC)
Schedule of Requirements

Technical Specifications

Technical Evaluation Criteria / Sheet
Sample Form

Eligibility
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Preface

These Bidding Documents have been prepared for use by procuring agencies in the
procurement of goods through National Competitive Bidding (NCB).

In order to simplify the preparation of bidding documents for each procurement, the Bidding
Documents are grouped in two parts based on provisions which are fixed and that which are specific
for each procurement. Provisions which are intended to be-used unchanged are in Part one, which
includes Section I, Instructions to Bidders, and Section 1l;; General Conditions of Contract. Data and
provisions specific to each procurement and contract are included in Part Two which includes Section
II, Bid Data Sheet; Section Ill, Special Conditions of Contract; Section IV, Schedule of Requirements;
Section V, Technical Specifications; and the forms to be used. in Section I, Invitation for Bids, and
Section VI, Sample Forms.

This is Part Two and contains data and provisions specific to each procurement . Care should
be taken to check the relevance of the provisions of the Bidding Documents against the requirements
of the specific goods to be procured. The following general directions should be observed when using
the documents. In addition, each.section is prepared with notes intended only as information for the
Procuring agency or the person drafting the bidding. documents. They shall not be included in the final
documents, except for the notes introducing Section VI, Forms, where the information is useful for the
Bidder.

€) Specific details, such as the “name of the Procuring agency” and “address for bid
submission,” should be furnished in the Invitation for Bids,in the Bid Data Sheet, and in the
Special Conditions of Contract. The final documents should contain neither blank spaces nor
options.

(b) Amendments, if any, to the Instructions to Bidders and to the General Conditions of Contract
should be made through the Bid Data Sheet and the Special Conditions of Contract,
respectively.

(© Footnotes or notes in italics included in the Invitation for Bids, Bid Data Sheet, Special
Conditions of Contract, and in the Schedule of Requirements are not part of the text of the
document, although they contain instructions that the Procuring agency should strictly follow.
The final document should contain no footnotes.

(d) The criteria for bid evaluation and the various methods of evaluation in the Instructions to
Bidders (Clauses 25.3 and 25.4, respectively) should be carefully reviewed. Only those that
are selected to be used for the procurement in question should be retained and expanded, as
required, in the Bid Data Sheet or in the Technical Specifications, as appropriate. The criteria
that are not applicable should be deleted from the Bid Data Sheet.

(e) Clauses included in the Special Conditions of Contract are illustrative of the provisions that
should be drafted specifically by the Procuring agency for each procurement.

) The forms provided in Section VI should be completed by the Bidder or the Supplier; the

footnotes in these forms should remain, since they contain instructions which the Bidder or
the Supplier should follow.

Seal & Signature of Bidder
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Part Two
Section I. Invitation for Bids

Notes on the Invitation for Bids

The Invitation for Bids (IFB) shall be issued as an advertisement in at least three newspaper of
general circulation in the Province of Sindh or Authorities web site as the case may be, allowing at
least fifteen days for NCB and forty five days(45) ICB for bid preparation and submission ;

The Invitation for Bids provides information that enables interested bidders to decide whether to
participate. Apart from the essential items listed. in the Standard Bidding Documents (SBD), the
Invitation for Bids should also indicate -any important bid evaluation criteria or qualification
requirement (for example, a requirement for a minimum level of experience in manufacturing a
similar type of goods for which the Invitation for Bids is issued) and that the bidders should give
their best and final prices as no negotiations are allowed.

The Invitation for Bids should be incorporated into the bidding documents. The information
contained in the Invitation for Bids must conform to the bidding documents and in particular to the
relevant information in the Bid Data Sheet.

Seal & Signature of Bidder
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DUET/DF/POI/IT/2016-17

INVITATION FOR BIDS/ NOTICE INVITING TENDER
Sealed bids are invited for its strengthening of DUET project from experienced well reputed IT firms
registered with sales tax / income tax for up- gradation of ICT Infrastructure & Desktop Computers with 2%
Bid Security in the shape of pay order / bank draft in the name of Dawood University of Engineering &
Technology (DUET), Karachi.

Method of Procurement: Single Stage — Two Envelop Procedure for selection of firm accordance with
section 46(2) of SPPRA Rules 2010, single package containing two separate envelopes each envelope

should be clearly marked as “FINANCIAL PROPOSAL” and“TECHNICAL PROPOSAL".

Issuance of Tender  Tender Documents will be issued from 09-05-2017 to 24-05-2017 (up to 12:30

p.m.)

Documents: against the pay order of Rs. 1000/- (Non-Refundable) in favour of Dawood
University of Engineering & Technology (DUET), Karachi. The Tender Document
can also be downloaded from the University website: www.duet.edu.pk and the
SPPRA website: www.pprasindh.gov.pk

Date & Time of Bid Submission: 24-05-2017 (02:00 pm)

Date & Time of Bid Opening: 24-05-2017 (02:30 pm)

In case of any Holiday or unforeseen situation or incident, the bids shall be issued, submitted & opened on
the next working day as per.schedule. Place of issuance, submission, inquiries and opening will be at
Procurement Office, Dawood University of Engineering & Technology, Karachi.

1. Under following conditions Bid shall be rejected:

i. Conditional and telegraphic bids/tenders
ii. Bids not accompanied by bid security & non-refundable tender fee
iii. Bids received after specified date and time
iv. Affidavit on Stamp paper of Rs. 100/- that firm has not been black listed in any Government
Organization is not provided.

Procuring agency reserves the right to reject all or any bids subject to the relevant provision of Sindh Public
Procurements Rules 2010 (Amended in 2013).

PROCUREMENT OFFICER
DUET- KARACHI

Seal & Signature of Bidder
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Bid Data Sheet

The following specific data for the goods to be procured shall complement, supplement, or amend
the provisions in the Instructions to Bidders (ITB) Part One. Whenever there is a conflict, the
provisions herein shall prevail over those in ITB.

INTRODUCTION
ITB 1.1 Dawood University of Engineering & Technology (DUET), Karachi
ITB 1.1 Project: Strengthening.of DUET — HEC Funded
ITB 1.1 Procurement of ICT Infrastructure Upgrade and Desktop Computers.
Name of Contract.
ICT Infrastructure Upgrade (Part -1 & Part-2)
ITB 1.1 Desktop Computers
ITB 4.1 Dawood University of Engineering & Technology (DUET), Karachi
New M.A. JINNAH ROAD, KARACHI-74800 (PAKISTAN)
ITB 6.1 PHONE: 021-99232381, 99231195-98, 99230307 FAX: 021-99230710
Language of the bid.
ITB 8.1 ENGLISH
BID PRICE AND CURRENCY
'The price to be quoted in PKR
Note: different currencies, price shall be converted in to PKR. The rate of
exchange shall be the selling rate prevailing 07 working days before the date
ITB 11.2 of opening of bids as per SPP rules 2010 (amended in 2013)
ITB 11.5 [The price shall be fixed.
PREPARATION AND SUBMISSION OF BIDS
ITB 13.3 (d) Technical (Qualification) requirements — Pls See Page 46
ITB 15.1 IAmount of bid security: 02% of the total bid amount
ITB 16.1 Bid validity period: 90 Days
ITB 17.1 Number of copies: Only One Original
)Address for Bid Submission:
Office of the Procurement Officer,
ITB 18.2 (a) Dawood University of Engineering & Technology (DUET), Karachi

Seal & Signature of Bidder
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New M.A Jinnah Road, Karachi

IFB Title IFB NO: No: DUET/DF/PO/IT/2016-17

ITB 18.2 (b)
ITB 19.1 Deadline for bid submission: 24-05-2017 (Time: up to 02:00 pm)
Time, date, and place for bid opening:
Vice Chancellor’s Secretariat/Seminar Hall, Dawood University of
ITB 22.1 Engineering & Technology (DUET), Karachi.

DATE & TIME: 24-05-2017 at 02:30 pm

Bid Evaluation

ITB 25.3

Criteria for bid evaluation:
e As per Technical Specification & Technical Evaluation (Evaluation
Sheet is Mentioned in Bidding Document)
¢ Qualification Requirements must be checked as per clause 13.3 d
of Bid Data Sheet (Proof must be provided)

ITB 25.4 (c) (ii)

N/A

ITB 25.4 (d)

Cost of spare parts: N/A

CONTRACT AWARD

ITB 29.1

Percentage for quantity increase or decrease. 15%

Fifteen (15) percent.] under the provision of SPP rules 2010 (amended in 2013)

Seal & Signature of Bidder
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Section lll. cial ns of Contra
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Special Conditions of Contract

The following Special Conditions of Contract shall supplement the General Conditions of Contract.
Whenever there is a conflict, the provisions herein shall prevail over those in the General Conditions
of Contract. The corresponding clause number of the GCC is indicated in parentheses.

1.

Seal & Signature of Bidder

Definitions (GCC Clause 1)

GCC 1.1 (g)—The Procuring agency is: Dawood University of Engineering & Technology
(DUET), Karachi.

GCC 1.1 (h)—The Procuring agency’s country is: PAKISTAN GCC 1.1

(i)—The Supplier is:

Sample Provision

GCC 1.1 (j—The Project Site is: DUET Main Campus at new M.A Jinnah Road, Karachi
Country of Origin (GCC Clause 3)

All countries and territories as indicated in Part Two Section VI of the bidding documents,
“Eligibility for the Provisions of Goods, Works, and Services in Government-Financed
Procurement”.

Performance Security (GCC Clause 7)

GCC 7.1—The amount of performance security, as a percentage of the Contract Price,
shall be: (10) percent of the Contract Price

GCC 7.4—after delivery. and acceptance of the Goods, the performance security shall be
reduced to five (5) percent of the Contract Price to cover the Supplier's warranty obligations in
accordance with Clause GCC 15.2.

Inspections and Tests (GCC Clause 8)

GCC 8.6—Inspection and tests prior to shipment of Goods and at final acceptance are as
follows:

Procuring Agency will nominate the —Technical committee members / Procurement
Committee Members / Technical Advisors & Experts for inspections & tests As per Technical
Specifications & other technical requirements

Packing (GCC Clause 9)
As per GCC Clause 9
Delivery and Documents (GCC Clause 10)

GCC 10.3—Upon shipment, the Supplier shall notify the Procuring agency the full details of
the

shipment, including Contract number, description of Goods, quantity and usual transport
document. The Supplier shall mail the following documents to the Procuring agency:




(i)
(ii)

(iii)
(iv)
(V)
(vi)

(Vi)
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copies of the Supplier’s invoice showing Goods’ description, quantity, unit price, and
total amount;

original and two copies of the usual transport document (for example, a negotiable bill of
lading, a non-negotiable sea waybill, an inland waterway document, an air waybill, a
railway consignment note, a road consignment note, or a multimodal transport
document) which the buyer may require to take the goods;

copies of the packing list identifying contents of each package;

insurance certificate;

Manufacturer’s or Supplier’'s warranty certificate;

inspection certificate, issued by the nominated inspection agency, and the Supplier's
factory inspection report; and

Certificate of origin.

7. Insurance (GCC Clause 11)

GCC 11.1— The Goods supplied under the Contract shall be delivered duty paid (DDP) under
which risk is transferred to the buyer after having been delivered, hence insurance coverage is
sellers responsibility. Since the Insurance is seller's responsibility Seller may arrange
appropriate coverage.

8. Incidental Services (GCC Clause 13)

GCC 13.1—Incidental services to be provided are:

Such as free of cost installation, commissioning, provision of technical assistance, training for
procuring agency personnel’s, and other such obligations of the Supplier covered under the
Contract. Details as under:

(a) performance. or supervision of on-site assembly and/or start-up of the supplied
Goods;

(b) furnishing of tools required for assembly and/or maintenance of the supplied Goods;

(c) furnishing of a detailed operations and maintenance manual for each appropriate
unit of the supplied Goods;

(d) performance or supervision or maintenance and/or repair of the supplied Goods, for
a period of time agreed by the parties, provided that this service shall not relieve the
Supplier of any warranty obligations under this Contract; and

(e) training of the Procuring agency’s personnel, at the Supplier's plant and/or on-site,
in assembly, start-up, operation, maintenance, and/or repair of the supplied Goods.

9. Spare Parts (GCC Clause 14)

GCC 14.1—Additional spare parts requirements are: N/A

10. Warranty (GCC Clause 15)

Sample provision

GCC 15.2— In partial modification of the provisions, the warranty period shall be

Seal & Signature of Bidder
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12 months from date of acceptance/delivery of the Goods or 18 months from the date of
shipment, whichever occurs earlier. The Supplier shall, in addition, comply with the
performance and/or consumption guarantees specified under the Contract. If, for reasons
attributable to the Supplier, these guarantees are not attained in whole or in part, the Supplier
shall, at its discretion, either:

(@) make such changes, modifications, and/or additions to the Goods or any part thereof as
may be necessary in order to attain the contractual guarantees specified in the Contract
at its own cost and expense and to carry out further performance tests in accordance
with SCC 4,

GCC 15.4 & 15.5—The period for correction of defects in the warranty period is: Maximum 60 Days

11. Payment (GCC Clause 16)

GCC 16.1—The method and conditions of payment to be made to the Supplier under this
Contract shall be as follows:

Payment Terms for Goods supplied:

On opening of Letter of Credit (LC) against bank guarantee which shall be confirmed /
provided by the authorized manufacturer / Supplier or Bidder through its own bank to the bank
confirmed by the Procuring Agency against assured amount of Letter of Credit with following
conditions

a.LC on Sight (Against Bank Guarantee of LC amount)
b.LCfor 65 Days (Against Bank Guarantee of LC amount)

Procuring Agency and Supplier will. decide on mutual acceptance of above.

12. Prices (GCC Clause 17)

As per GCC Clause 17

13. Liquidated Damages (GCC Clause 23)

GCC 23.1—Applicable rate:

Maximum deduction:

(2%) percent per week and the maximum shall not exceed ten (10) percent of the Contract
Price.]

14. Resolution of Disputes (GCC Clause 28)

GCC 28.3—The dispute resolution mechanism to be applied pursuant to GCC Clause 28.2
shall be as follows:

In the case of a dispute between the Procuring agency and the Supplier, the dispute shall be
referred to adjudication or arbitration in accordance with the laws of the Procuring agency’s
country under the provisions of SPPRA Rules 2010 (amended 2013) of the Rule 31, 32, 33 &
34.

Seal & Signature of Bidder




Page |45

15. Governing Language (GCC Clause 29)

GCC 29.1—The Governing Language shall be: English
16. Applicable Law (GCC Clause 30)

GCC 30.1-The Contract shall be interpreted in accordance with the laws of Islamic Republic of
Pakistan which includes the following legislation:

THE EMPLOYMENT OF CHILDREN (ECA) ACT 1991

THE BONDED LABOUR SYSTEM (ABOLITION) ACT OF 1992
THE FACTORIES ACT 1934

THE SINDH PUBLIC PROCUREMENT ACT, 2009
SINDH ACT NO: IV OF 2009

17. Notices (GCC Clause 31)
GCC 31.1— Procuring agency’s address for notice purposes:

DAWOOD UNIVERSITY OF ENGINEERING & TECHNOLOGY (DUET),
New M.A. JINNAH ROAD, KARACHI-74800 (PAKISTAN)

—Supplier’'s address for notice purposes:

Seal & Signature of Bidder
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BIDDERS TECHNICAL QUALIFICATION / ELIGIBILITY

(Terms & Conditions to be strictly compliance only technical qualified bidder

financial proposal shall be opened)

1. Only Authorized Gold or Silver / Tier 1 partners of the OEM having NTN number
and GST registration are eligible to participatein the tender.

Bidder should be OEM partner for at-least1-years.

CCIE x 1, CCNP x 1, CCNA x 2 or equivalent certification is must in technical team
One PMP certified resource is must for project execution till successful completion.

Manufacturer authorization letter to participate in the tender is mandatory.

o o bk~ w0 D

Only those firms can participate which are working as distributors/Gold or higher

partner of the items and have to attach necessary documentary proof in this regard,

otherwise bids will not be entertained.

7. Provided Solution should be from top/ leading vendors, Gartner and IDC report
should be submitted as evidence.

8. Firms NTN and GST Certificates will be Eligible for at-least 2 years from the date of
Registrations.

9. Audited reports for the last one year to be attached.

10. Annual turnover of 40 Million in the last one year is mandatory to participate in the

tender.

11. Firms will have to supply the items as per the specifications attached with TORs
mandatory.

12. No downward deviation from the required specifications of I.T and Network

equipment is acceptable.

13. Solution must be acceptable for the same Brand.

14. Active Solution must be end-to-end one vendor solution

15. Relevant Experience of Supply and Installation of ICT products will be provided for
Proof of Experience.

16. The vender will be responsible to supply the items at his own cost and complete in
all respect as per sample/ specifications approved by the Committee/ Competent
Authority.

Seal & Signature of Bidder
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17. The scope of work includes the supply, installation, testing, and commissioning of
all the equipment.

18. The Supplier will install the equipment at all sites at his OWN cost.

19. Warranty must be as per the tender specifications and must be verifiable from the
manufacturer’ s website / manufacturer letter head.

20. In case of International Warranties, the local authorized dealer should mention their
services and warranty setup etc.

21. Bidder should not quote Gray or Refurbished or Used equipment.

22. OEM/Principle needs to endorse and validate newness of the quoted equipment at
the time of ordering with proof.

23. Quoted products must have<a roadmap for at-least 5 years from the date of
delivery. Bidder must provide end of sales or marketing (EoM) and end of support
(EoS) dates, endorsed and validated by OEM/Principle.

24, Principle presence in Pakistan is mandatory for all products except passive
equipment.

25. OEM/Principle for.quoted product line must local offices in 3 major cities including
Karachi, Lahore and Islamabad.

26. OEM/Principle for quoted product line must have at-least 150+ local support staff in
Pakistan.

27. Quoted product line must be from renowned OEM/Principle.

28. Bidder must include 1xCCIE and 1xCCNP (or equivalent) training. Bidder will pay
complete training expense including training and exam fees and boarding and
lodging.

29. For ICT Infrastructure Part-01 & Part-02:

All solutions shall be provided by the Single Vendor as per schedule of
requirements Part-1 & Part-02 only. Separately/Partially quoted items shall not be
considered due to compatibility issue.

Note for Bidders:

All the proofs/documents must be provided in the Separate Technical Envelope and will be

checked before opening of Financial Proposals. Only Technically qualified bidders financial

proposal will be opened.

Seal & Signature of Bidder
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Section Sche guirement

Seal & Signature of Bidder
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SCHEDULE OF REQUIREMENTS
(ICT Infrastructure Upgrade)
PART -1

Seal & Signature of Bidder
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S# Item Description Specification Quantity Unit Price Total Price Delivery
(Incl. Tax)
(Incl. Tax)
1 Network - Unified Network Management System 1 45 Days
Management supporting  multi-vendor  devices
System including but not limited to Cisco, HP,

Juniper, supporting deployment on
both Linux and Windows and
supporting different databases
including MySQL, MS SQL and Oracle.
Capable to support two-node cluster
for reliability and resiliency. NMS must
support the following features:

v" Topology management
v' Fault management
v' Performance management

v" Unified resource management
including firewall, router, switches and
WLAN controller and APs and server
and storage

v" WLAN management including
monitoring and fault diagnosis through
smart phones.

v' Configuration management
¥. Device software management
v" Network quality monitoring
v" Network traffic analysis

v' Security policy management including
firewall manager and policy analyzer
function

v" Report management function
including traditional and business
reporting function

- NMS must include 60 node licenses for
routers, switches, WLAN controller
and firewall manager licenses for 3
nodes, 150 wireless AP licenses and 3
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node rack mount servers’ licenses.

- NMS must include complete hardware
and OS and database software licenses

- NMS must include 3-year warranty
and support services and software
updates

Virtualization
Platform

- VMware Enterprise (or equivalent) for
4-CPU/20-cores including warranty
support and services and software
updates for 3 years

45 Days

Rack Mount Server
(HP/Dell/Lenovo or
equivalent)

- 2 x Intel® Xeon® Processors E5-2630
v4 or higher, RAM: 96GB (6 x 16GB
DDR4-2400MHz), HDD: 2.5-inch
2x300G 10K RPM 12G SAS and 2.5-
inch 6x900GB 10K RPM 12G SAS.
Server must be equipped with 25 disk
drive bays for'local storage expansion,
Dedicated Raid Controller Smart Array
with 1G cache. and  super
capacitance/battery. backup
supporting Raid 0/1/5/6/10/50/60,
2x10G SFP+ LOM with 2x10G LR SPF,
2xPCle I/O slots, 2 x Hot Plug Platinum
redundant .. 750W (at-least) ~ Power
Supply and fan. modules and guide rail
with cable management arm.

- The proposed server must be
equipped with all relevant
management software and licenses
and accessories without any additional
cost.

- The proposed server hardware must
have 3 VYears/NBD warranty and
support services

45 Days

Next Generation
Firewall

(Cisco or Palo Alto or
equivalent)

General Specification

- The firewall must be able to mount in
19" Rack. Required rack-mount rail kit
must be included.

- Interface requirement:
8x100/1000BASE-T, 4x100/1000BASE-
X ports, 1x USB 2.0 port

- 4x1G single mode (10KM) SFP to be
included

45 Days
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- I/O expansion: 2 spare slots

- Local storage: 300GB SAS disk or
better

Performance Requirement

- Firewall throughput: 4G

- IPS throughput: 2G

- AV Throughput: 2G

- URL filtering throughput: 1G

- IPSec VPN throughput: 3G

- Firewall policies: 15K'or more

- Concurrent sessions: 3.5M

- New sessions per second: 60K

- Virtual firewall: up to 50 (5VF license
to be included in BOQ)

VPN Support

- P2P and P2MP IPSec VPNs

- Remoteaccess VPN

- L2TP VPN

SSL VPN including SSL proxy/inspection

L2/13, QoS and Security Protocol Support

- LACP

- LLDP

- DHCP server, relay and snooping

- VRF-lite

- GRE and Multi-point GRE support

- IPv4 and IPv6 static and dynamic
routing protocol supporting including
RIP, OSPF, ISIS and BGP
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- IPv4  and IPv6 multicast routing
protocol including PIM-SM and PIM-
SSM

- The firewall must support flexible flow
classification (ACL, DSCP, IPv6 Traffic
Class, 802.1p and a combination of
these).

- The firewall must support AAA
including  802.1X, RADIUS and
TACACS+.

- The firewall must support DDoS attack
protection including ICMP, TCP. SYN
and UDP flood attacks.

- The firewall must support L2 and L3
(IPv4 and IPv6) ACLs including basic,
enhanced and named ACL types.

- The firewall must also support NAT;
Policy based NAT and NAT64.

- The. firewall must support unicast,
broadcast and multicast storm control.

- The firewall must support NetFlow or
sFlow or equivalent.

Intrusion Prevention Support

- The IPS engine must be able to provide
over 5000+ signatures for attack
identification.

- The IPS engine must provide protocol
identification to defend against
abnormal. protocol behaviors and
should be able to take actions like:

v' Detail Attack Logging

v" Full Packet - Flow dumping with
payload for later forensic analysis

v" Generate NMS/SNMP traps

v" Send Emails or other notifications to
concerned members

v" PERMIT/DROP packet/session

- The firewall must also support user-
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defined IPS signatures.

Email Security, Application Visibility and
Context Awareness

- The firewall must support real time
anti-spam to detect and filter out
phishing emails.

- The firewall must support white-list
black-list, content filtering, keyword
filtering and attachment filtering by
type, size and quantity.

- The firewall must support Virus
scanning and notification for POP3,
SMTP and IMAP email attachments.

- The firewall must "have application
awareness with identification of 6000+
application and 5M viruses, Trojans
and malware.

- The firewall must  provide identity
based firewall services including local,
RADIUS, TACACS, SecurelD, . Active
Directory,. LDAP and Certificate
Authority.

-~ The firewall must support URL filtering
with URL category database of overn
84+Million . URLs “in ~over 120+
categories.

- The firewall must support defense
against web application attacks such
as cross site scripting and SQL injection
attacks.

- The firewall must also support
HTTP/HTTPS/FTP based  content
awareness to defend against web
viruses.

- The firewall must support URL black
and white list and keyword filtering.

- The firewall must also support file
reassembly, data filtering and blocking
for over 25+ file formats.
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Operations and Maintenance

- The firewall must support NetFlow or
sFlow or equivalent.

- The firewall must provide visualized
and multi-dimensional report display
by user, application, content, time,
traffic, threat, and URL.

- The firewall must support object
consolidation including address and
services.

- The firewall must support SNMP vi,
v2c and v3. The supplier must detail all
supported MIBs.

- The switch must support SYSLOG.

- The firewall must support
management via CLI, Telnet, SSHv2
and HTTP/HTTPs.

- [The. firewall must be .able to
synchronize its clock via NTP v1/2/3.

- The firewall must support IP SLA or
equivalent feature.

Logging and Reporting

- The firewall should have a reporting
management system capable of
generating reports on a manual, ad-
hoc or schedule (hourly, daily, weekly,
and monthly, etc.) basis without the
need . of any /additional software
subscription/licenses or  hardware
components:

- The firewall should be able to
generate reports on individual user 1D
with (but not limited to) the following
activities, Application Usage, accessed
websites & URL Categories, without
the need for additional software
subscription/licenses  or  hardware
components

- The firewall must have feature to log
exports using SCP or TFTP or FTP
protocol
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The firewall must be able to produce
the following reports (without the
need for additional software
subscription/licenses  or  hardware
components):

Application Usage — Bytes and
Sessions

Threat Trends

Correlated Reports -

Application/Threats/URL

Individual user usage report —
Application/Session/Time/URL

Botnet /Malware Detected Report

Warranty and Security Subscriptions:

The proposed hardware must include
three-year comprehensive warranty,
support services and 9x5 next business
day replacement

The firewall must be equipped with
full Next Generation UTM feature
licenses including Firewall, DPI,
Content Filtering, \IPS, AV and URL
Filtering for three years

Layer-2 PoE+
Access Switch

(Cisco or
equivalent)

General Requirement

The switch must be able to mount in
19" Rack. Required rack-mount kit
must be included.

Switching capacity: 170Gbps

Packet  forwarding  performance:
50Mpps

Interface requirement: 24 X
10/100/1000BASE-T and
2x100/100BASE-X ports and 2x1G
Combo ports

1 x RJ45 Serial (console port)

Two 1G LR (10KM) SFP Gigabit should
be included with each switch.

Switch must support stacking function

22

45 Days
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and must include complete stacking
accessories and/or licenses.

- The switch must include Full layer-2
and basic layer-3 routing, FEX/Instant
Access leaf node and advance QoS
feature license

Fabric Virtualization

- Supports Instant Access/FEX leaf or
equivalent  for  network  fabric
virtualization and to ease network
management functions

L2 Protocol Support

- Switch must support up to 16K MAC
address table entries:

- Supports IEEE 802.1Q (4K. VLANs
simultaneously or higher)

- Support voice and data VLAN

- Supports LLDP  and * LLDP-MED
standard

- DCHP  server, . relay, client and
snooping

- LACP standard for Link aggregation
- GARP/GVRP standard support

= Private VLAN or equivalent support
- UDLD or equivalent

- Flex Link or equivalent support

- IEEE 802.3az standard support

- IEEE 802.1w Rapid Convergence
Spanning Tree Protocol

- IEEE 802.1D Spanning Tree Protocol
(STP) and RSTP

- IEEE 802.1s Multiple Spanning Tree

- IEEE EFM OAM (802.3ah) and CFM
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OAM (802.1ag)

- Supports  ITU-T  G.8032  (ERPS)
standard or equivalent

- Port mirroring

- IGMP v1/2/3 snooping and proxy and
IGMP fast leave

- MLD v1/2 snooping

- Multicast VLANs

L3 and QoS Protocol Support:

- Supports RIP and OSPF routing
protocol for L3 routing access

- Supports 8 QoS queues

- The switch must support flexible flow
classification (ACL, DSCP, IPv6 Traffic
Class, 802.1p and a combination of
these)

- Support WRR, DRR, PQ, WRR+PQ, and
DRR+PQ queue scheduling algorithms

Security and Management Features

- Supports L2 and L3 ACLs (IPv4 and
IPv6)

- . Support CPU control plane protection
techniques

- Supports AAA,802.1X, RADIUS and
TACACS

- Supports sFlow or NetFlow or
equivalent

- Support NTP v1/2/3

- SNMP v1, v2¢, and v3

- Supports Syslog, CLI, Telnet, SSHv2,
HTTP, HTTPS

Warranty and Support Services

- The proposed hardware must include
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three year comprehensive warranty,
support services and 9x5 next business
day replacement

Layer-3 Modular
Core Switch

(Cisco or
equivalent)

General Requirement

- The switch must be able to mount in
19" Rack. Required rack-mount kit or
rail kit must be included.

- Interface requirement:

v QTY=2 x 24-port 10GE SPF+ module
with 4x10G LR, 70 x 1G LR optical
transceivers

v’ QTY=2 x 8-port 1GE SPE‘module with
4 x 1G GLC-T transceivers

- Switch  must be equipped with
redundant supervisor engines

- Switch must support VSS or Clustering
or equivalent function

v' Switch.must be equipped completed
hardware. and software accessories
required to do VSS/Clustering

v'VSS/Cluster interface requirement
should be met exclusively, not from
the base interface requirement

- The switch must support Multi Chassis
LAG (MC-LAG) with dual active control
plane

- Switch.. must /be equipped with
Redundant Fan modules and N+1
Power supplies

- The switch should be capable to
support VAS module including Next
Generation Firewall, IPS and WLAN
Controller

- The switch must include Full layer-2
and layer-3 routing, FEX/Instant Access
(or equivalent) and advance QoS
feature license

Performance Specifications

- Switch must be able to scale up to

45 Days
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3.4Tbps or higher

- Forwarding performance: 2500Mpps
or better

- Per Slot switching capacity must be
scalable up to 320Gbps or more

- DRAM 4GB or higher

- Compact flash 2GB or higher

- 1 x USB port

- 1 x OOB Ethernet port

- Jumbo frame 10000 bytes or higher

Fabric Virtualization

- Supports Instant. Access/FEX parent
function or equivalent for network
fabric virtualization and to ease
network management functions

WLC VAS Function

- The switch must be equipped with
WLAN Controller function and support
at-least the following features:

v' |EEE 802.11a/b/n and IEEE 802.11ac
wave-1 and wave-2 standard

v' .50G wireless services processing, 2K
wireless access point and 12K users

v' AP access control, AP domain
management, and AP configuration
template management

v Radio management, unified static
configuration, and dynamic centralized
management

v" Direct and Tunnel mode forwarding
v" Support L2 and L3 roaming

v" Supports roaming in direct forwarding
mode

v" WLAN basic services, QoS, security,
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and user management
v" Supports WMM QoS function

v’ CAPWAP, tag/terminal positioning,
and spectrum analysis

v" Hot-spot 2.0 complaint

L2 Protocol Support

- Switch must support up to 256K (or
more) MAC address table entries.

- Supports |EEE 802.1Q (4K VLANs
simultaneously or higher)

- Support voice and data VLAN

- Supports Port. based, and MAC-based
VLAN assignment

- Supports GARP/GVRP standard
- SPANand RSPAN or equivalent

- Supports  LLDP  and  LLDP-MED
standard

- DCHP server, ‘relay, client and
snooping

- LACP standard for Link aggregation
- Private VLAN or equivalent support
- UDLD or equivalent

- Flex Link or equivalent support

- IEEE 802.1ad Q-in-Q and Selective Q-
in-Q standard support

- IEEE 802.3az standard support

- IEEE  802.1w Rapid Convergence
Spanning Tree Protocol

- IEEE 802.1D Spanning Tree Protocol
(STP) and RSTP
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- IEEE 802.1s Multiple Spanning Tree

- IEEE EFM OAM (802.3ah) and CFM
OAM (802.1ag)

- Supports ITU-T  G.8032 (ERPS)
standard

- IGMP v1/2/3 snooping and proxy and
IGMP fast leave

- MLD v1/2 snooping

- Multicast VLANs

L3 and QoS Protocol Support

- Switch must support'BFD and IP FRR.
BFD must be supported in ASIC

- Switch must support IPv4 and. IPv6
routing protocols including RIP, OSPF,
ISIS, BGP and MP-BGP

- Support must support VRRP for IPv4
and IPv6

- Switch must support 500K (or more)
route entries

- Supports GRE Tunnel

- Multicast routing protocol  support
including PIM-SM, PIM-SSM and MSDP
for IPv4 and IPv6

- Switch must support Multicast CAC
function

- The switch must support flexible flow
classification (ACL, DSCP, IPv6 Traffic
Class, 802.1p and a combination of
these)

- Supports 8 QoS queues

- The switch must support queue
scheduling algorithms including PQ,
WRR, DRR, PQ+WRR, and PQ+DRR

- The switch must support congestion
avoidance mechanism including WRED
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- The switch must support Hierarchical
QoS function

Security and Management Features

- Supports L2 and L3 ACLs (IPv4 and
IPV6)

- Support AAA, 802.1X, RADIUS and
TACACS

- Support Control Plane Protection
techniques

- Supports sFlow or NetFlow or
equivalent

- Support NTP v1/2/3

- SNMP v1, v2c, and v3

- Supports Syslog, CLI, Telnet, SSHv2,
HTTP, HTTPS

Warranty and Support Services and
Licensing:

- The proposed solution must include
WLAN Controller function license and
Wireless AP licenses as per BOQ

- The proposed hardware must.include
three-year ‘comprehensive  warranty,
support services, . software updates
and 9x5 next business day hardware
replacement

Next Generation
Firewall

(Cisco or equivalent)

General Specification

- The firewall must be able to mount in
19" Rack. Required rack-mount rail kit
must be included.

- Interface requirement:
4x100/1000BASE-T, 2x100/1000BASE-
X ports, 1x USB 2.0 port

- I/O expansion: 2 spare slots

- Local storage: 300GB SAS disk or
better

45 Days
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Performance Requirement

- Firewall throughput: 2G

- IPS throughput: 0.9G

- AV Throughput: 0.9G

- URL filtering throughput: 0.4G

- IPSec VPN throughput: 0.8G

- Firewall policies: 12K or more

- Concurrent sessions: 2Million

- New sessions per second: 30K

VPN Support

- P2P and P2MP IPSec VPNs

- Remote access VPN

- L2TP VPN

SSL VPN including SSL proxy/inspection

L2/13, QoS and Security Protocol Support

- LACP

- LLDP

- DHCP server, relay and snooping

- VRF-lite

- GRE and Multi-point GRE support

- IPv4 and IPv6 static and dynamic
routing protocol supporting including
RIP, OSPF, ISIS and BGP

- IPv4 and [IPv6 multicast routing
protocol including PIM-SM and PIM-
SSM

- The firewall must support flexible flow
classification (ACL, DSCP, IPv6 Traffic
Class, 802.1p and a combination of
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these).

- The firewall must support AAA
including  802.1X, RADIUS and
TACACS+.

- The firewall must support DDoS attack
protection including ICMP, TCP SYN
and UDP flood attacks.

- The firewall must support L2 and L3
(IPv4 and IPv6) ACLs including basic,
enhanced and named ACL types.

- The firewall must also support NAT,
Policy based NAT and NAT64:

- The firewall must support unicast,
broadcast and multicast storm control.

- The firewallimust support NetFlow or
sFlow or equivalent.

Intrusion Prevention Support

- ThelPSengine must be able to provide
over 5000+ signatures for  attack
identification:

- The IPS engine must provide protocol
identification to  defend against
abnormal protocol * behaviors and
should be able to take actions like:

v Detail Attack Logging

v" “Full. Packet - Flow dumping with
payload for later/forensic analysis

v' Generate NMS/SNMP traps

v" Send Emails or other notifications to
concerned members

v" PERMIT/DROP packet/session

- The firewall must also support user-
defined IPS signatures.

Email Security, Application Visibility and
Context Awareness

- The firewall must support real time
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anti-spam to detect and filter out
phishing emails.

- The firewall must support white-list
black-list, content filtering, keyword
filtering and attachment filtering by
type, size and quantity.

- The firewall must support Virus
scanning and notification for POP3,
SMTP and IMAP email attachments.

- The firewall must have application
awareness with identification of 6000+
application and 5M viruses, Trojans
and malware.

- The firewall must provide identity
based firewall services including local,
RADIUS, TACACS, SecurelD, Active
Directory, LDAP and  Certificate
Authority.

- The firewall must support URL filtering
with URL category database of over
84+Million URLs in “over. 120+
categories.

- The firewall must support defense
against web application attacks such
as cross site scripting and SQL injection
attacks.

- The firewall must also support
HTTP/HTTPS/FTP based  content
awareness to defend against web
viruses.

- The firewall must support URL black
and white list and keyword filtering.

- The firewall must also support file
reassembly, data filtering and blocking
for over 25+ file formats.

Operations and Maintenance

- The firewall must support NetFlow or
sFlow or equivalent.

- The firewall must provide visualized
and multi-dimensional report display
by user, application, content, time,
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traffic, threat, and URL.

- The firewall must support object
consolidation including address and
services.

- The firewall must support SNMP v1,
v2c and v3. The supplier must detail all
supported MIBs.

- The switch must support SYSLOG.

- The firewall must support
management via CLI, Telnet, SSHv2
and HTTP/HTTPs.

- The firewall must be able to
synchronize its clock via NTP v1/2/3.

- The firewall must support IP SLA or
equivalent feature.

Logging and Reporting

- The firewall should have a reporting
management system capable of
generating. reports on a manual, ad-
hoc or schedule (hourly, daily, weekly,
and monthly, etc.) basis without the
need. of any additional software
subscription/licenses » or  hardware
components.

- The firewall should be able to
generate reports on individual user 1D
with (but not limited to) the following
activities, Application Usage, accessed
websites & URL Categories, without
the  need for' additional software
subscription/licenses or  hardware
components

- The firewall must have feature to log
exports using SCP or TFTP or FTP
protocol

- The firewall must be able to produce
the following reports (without the
need for  additional software
subscription/licenses  or  hardware
components):

v' Application Usage - Bytes and
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Sessions

Threat Trends

Correlated Reports -
Application/Threats/URL

Individual user usage report -
Application/Session/Time/URL

Botnet /Malware Detected Report

Warranty and Security Subscriptions:

The proposed hardware must include
three-year comprehensive< warranty,
support services and 9x5/next business
day replacement

The firewall must be equipped with
full Next Generation UTM feature
licenses including Firewall, DPI,
Content Filtering, IPS, AV and URL
Filtering for three years

8 Network and IT Rack | - 42U rack with 2-pair of PDU and 45 Days
complete accessories
(HP or equivalent)
- 1 x KVM for server management with
17-inch. screen . and  complete
accessories
9 Network Device 8-port (RJ45) Serial Console Manager 45 Days
Serial Console for router, firewall and switches
Manager management
10 NOC LED TV Screen - Branded 42-inch/ LED TV screen for 45 Days
NOC room
(Samsung or
equivalent) - The proposed hardware must include
three-year comprehensive warranty
and support services
11 Desktop Computer - Branded desktop computer with latest 45 Days

(Dell or HP or
equivalent)

generation Intel Core-i5 processor,
16GB (2x8GB) RAM (expandable to
32GB or more). 1000 GB HDD, 2xUSB
3.0 ports, 2xUSB2.0 ports, 1xGE LAN
port, 1xDual Band 802.1lac WLAN
port, 24-inch LED screen, keyboard
and mouse, Windows 10 Pro 64-bit
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The proposed hardware and software
must  be including  three-year
comprehensive warranty and support
services

12

Network Lab
Equipment

(Cisco or
equivalent)

Cisco ISR 4321 series router (or
equivalent) with 2xGE L3 ports, 8xGE
L2 ports 2xSync/Async ports with V.35
DTE Cable, 4 x FXO and 1xFXS ports,
including CME/BEST 5 user licenses, CT
5-session license, IVR 2-session license
and Security/DMVPN or equivalent
function license

The proposed hardware must include
one year warranty

45 Days

Cisco ISR 4351 series router (or
equivalent) with 3xGE L3 ports,
1xSync/Async ports with V.35 DTE
Cable including Security/DMVPN and
MPLS (or equivalent) function license

The proposed hardware must include
one year warranty

45 Days

Cisco ISR 4351 series (or higher) router
(or equivalent) with 7xGE L3 ports,
8xSync/Async ports with V.35 DCE
Cable. including Security/DMVPN and
MPLS (or.equivalent) function license

The proposed hardware must include
one year warranty

45 Days

Cisco 6800 series switch with 24 x 1GE
RJ45 ports and 8x1GE SFP ports (or
equivalent) with/Full Layer-2, Layer-3,
Advance . QoS< and MPLS function
license

The proposed hardware must include
one year warranty

45 Days

VIRL or equivalent Network Simulator
software

13

UPS (APC or
Huawei or
equivalent)

Supply installation, commissioning and
testing of rack mountable 6kV UPS
with 15 minutes to 20 minutes back

UPS must include SNMP module and
complete management function and

45 Days
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licenses

- The proposed hardware must include
three-year comprehensive warranty,
support services and 9x5 next business
day replacement

14

Server Room/Data
Center and NOC
Room Construction

End to End Construction of Data
Center/Server Room and NOC Room (in all
aspects) including but not limited to the
following baseline scope of work. Bidders
are also advised to conduct comprehensive
site survey.

- Civil and Masonry work for data
center/server room and NOC room

- Supply and installation of 180 Feet 12-
inch x 3-inch of cable tray (powder
quoted)

- Supply, installation, “‘commission of
12mm  Glass Window in Data
Center/Server room

- Supply, installation, commissioning
and. testing of Inter-rack optical fiber
cabling (single mode, OS2 grade) and
CAT6 cable (3M/Vivanco/Pandiut or
equivalent) within Data Center and
between NOC center and Data Center
(in all aspects).

-~ Supply, installation, commissioning
and testing of Dual 2-Ton A/C for
Server Room with complete
accessoriness<including Gas & Drain
piping, Gas charging, Control cabling &
pressure testing

- Supply installation, testing,
commission of sequential A/C Control
for AC's inside Data Center Room

- Supply, installation, commissioning
and testing of 1.5 Ton A/C for NOC
Room with complete accessories
including Gas & Drain piping, Gas
charging, Control cabling & pressure
testing

- Supply, installation, commissioning

1Job

45 Days
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and testing Electrical Distribution Box
for Incoming Mains & UPS with MCC
Breaker 100M (ABB) , 1x Bus Bar, 3
Neon Lights 12-inch x 18-inch

- Supply and Installation of Electrical
Distribution Box for UPS Output Power
Distribution with Breaker 2x32M (ABB)
,1xBus Bar, 3 Neon Lights 18-inch x 24-
inch

- Supply, installation, commissioning
and testing of five Emergency Lights
(Bazooka)

- Supply, installation, commissioning
and testing of 32/3 Amp Industrial
Power Sockets (Single Phase) including
10mm 3-Core Flexible Cable (Pakistan
Cable)

- Supply, installation, commissioning
and testing of LED Lights inside Data
Center, NOC Room'installed on Ceiling
(Phillips)

- Supply, “installation, commissioning
and testing of Electrical Cabling
(Pakistan Cable) for AC Units, Lights,
Access Control including

- 50-Meter 6mm 4-core cable

- 50-Meter 2.5mm 3-core cable

- Supply, installation, commissioning
and testing of Emergency
Control/Shutdown Switch

- Supply, installation, commissioning
and testing of Access Control System
for Server Room/Data Center

- Supply, installation, commission and
testing of Environment Monitoring
System for Data Room with a built-in
GSM  module, Temperature and
Humidity Sensors and Water Leakage
sensors

- Supply, installation, commission and
testing of Fire suppression system

- Supply, installation, commission and
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testing of Electrical
Grounding/Earthing system (in all
aspects) for data center/server room
and NOC room and campus access
switches

- Supply, installation and commissioning
of furniture (in all aspects) for NOC
room

15

End to End supply, installation,
commissioning and testing of optical fiber
cable (single mode, OS2 grade) and CAT6
cabling including but not limited to the
following baseline scope of work:

- Supply, installation, commissioning
and testing of 17500 Feet Single Mode
(1310nm) 24-core " (duplex) Optical
Fiber Cable along with Conduit. Cable
grade must comply with ISO/IEC 24702
(0S2)

- Supply, installation, cemmissioning
and testing of 34000 Feet Single Mode
(1310nm) 4-core (duplex) Optical Fiber
Cable along with Conduit. Cable grade
must comply.with ISO/IEC 24702 (0S2)

-~ Supply, installation, commissioning
and testing of 48-port.rack mountable
ODF (completely loaded) with LC
connectors, joint enclosure;cable
manager and complete accessories

- Supply, installation, commissioning
and testing of 160 1-Meter single
mode. optical fiber patch cords (OS2
grade)

- Supply, installation, commissioning
and testing of 25000 Feet CAT6 Cable

- Supply, installation, commissioning
and testing of 250 CAT6 |/O
connectors

- Supply, installation, commissioning
and testing of 250 CAT6 Dual shutter
I/O face plate with PVC back

- Supply, installation, commissioning
and testing of 200 3-Meter CAT6 patch

1Job

45 Days
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cords

- Supply, installation, commissioning
and testing of 200 1-Meter CAT6 patch
cords

- Supply, installation, commissioning
and testing of 20 9U Branded Rack
Double Section (for Access Switches)
with Cooling Fan, 4-port (duplex)
optical fiber rack mount ODF
(completely loaded) with LC
connectors, 24-port CAT6 RJ45 Patch
Panel and complete optical and CAT6
cable management accessories,32/3
Amp Industrial Power Sockets. (Single
Phase) and rack mount PDU with at-
least 6 C13 connectors.

- Optical Cabling installation,
commissioning, labeling and. testing
(with OTDR)

- CAT6 Cabling installation,
commissioning, labeling and testing
(with Fluke)

- Supply, installation, commissioning,
labeling and testing of Power Cable
4mm 3-core along with Conduit from
Data Center/Server .room to Access
Switches Rack

Note:

o |f a bidder submits bids on behalf of more than one Manufacturer, unless each such bid
is accompanied by a separate Bid Form for each bid, and a bid security 2% of total
guoted amount, when required, for each bid, and authorization from the respective
Manufacturer, all such bids will be rejected as nonresponsive. in case of discrepancy
between unit price and total price, the unit price shall prevail.

According to SPP rules 2010 (amended in 2013) of Rule 42:

e For the purpose of comparison of bids quoted in different currencies, price shall be
converted into a PKR. The rate of exchange shall be the selling rate prevailing seven
working days before the date of opening of the bids, as notified by the State Bank of
Pakistan;

Seal & Signature of Bidder
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SCHEDULE OF REQUIREMENTS
(ICT Infrastructure Upgrade)
Part-2

Seal & Signature of Bidder
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S# | Item Description | Specification Quantity Unit Total Delivery
Price Price Period
(Incl.
Tax) (Incl.
Tax)
1 Indoor Wireless | General Requirement 125 45 Days

Access Point

(Cisco or
equivalent)

Bidder must quote Wi-Fi
Certified and Hot-spot 2.0
compliant product

The AP must be controller
based enterprise class and
high performance access
point

The AP must have 2x1G

ports

The AP must be able to

support PoE/PoE+ standard.

Performance

The AP must be compliant
with |[EEE 802.11ac wave-2
standard

The AP must support 4x4
MiIMO and 4 spatial
streams

The AP must provide 2.5G
or better throughput

The AP must be able to
support 200+ concurrent
users

The AP must have at-least
IP41 rating

Transmit Power/Antenna

Seal & Signature of Bidder
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Gain

- The AP antenna gain
should be minimum 6dBi
for 2.4Gh and 5Ghz

- The AP maximum support
transmit power up to be

24dBm

L2, L3 and QoS Features

- The AP must support LLDP
standard

- The AP must support SSID
hiding and SSID based
VLAN assignment

- The AP must comply with
WMM standard

The AP should also support
WDS and Wireless Mesh
Network

WLAN Features

- The AP should support. 16
or more SSIDS or virtual
APs

- The AP must support beam
forming, STBC, LDPC, MLD
and MRC and similar signal
enhancement technologies

- The AP must support DFS
to provide protection
against interferences.

- The AP must support
WIDS/WIPS function

- The AP must also support
packet-based power
adjustment to  reduce

Seal & Signature of Bidder
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power consumption and
interference by adjusting
transmit power to client

The AP must support L2
and L3 roaming

The AP must support
802.11k and 802.11v smart
roaming

The AP must support
security encryption and
authentication mechanism
including  WEP,~ WPA,
WPA2, WAPI,“AES, TKIP,
IEEE 802.11w, IEEE
802.11x,/AAA, RADIUS, EAP
Types (including EAP-SIM)
and PKI

The AP must support BYOD
and location services
including:

Identifies the. device type
according to the OUl in the
MAC address

Identifies the device type
according 'to the User
Agent information in an
HTTP packet

Identifies the device type
according to DHCP options

The RADIUS server delivers
packet forwarding,
security, and QoS policies
according to the device
type carried in the RADIUS
authentication and
accounting packets

The AP must support
spectrum analysis (without

Seal & Signature of Bidder
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additional hardware or
license)

High Availability:

The AP must support Dual
CAPWA tunnels to WLAN
controllers to provide high
availability and resiliency

The AP should provide up
to 4kV surge protection on
network ports

Management:

The AP must support local
management through
console

The AP must support telnet
and SSHv2

The AP must support
secure FTP

Warranty and Support

Service:

The proposed hardware
must include three-year
comprehensive  warranty,
support services and 9x5
next business day
replacement

Outdoor General

Wireless Access
Point

(Cisco or
equivalent)

Bidder must quote Wi-Fi
Certified and Hot-spot 2.0
compliant product

The AP must be controller
based enterprise class and
high performance access
point

45 Days

Seal & Signature of Bidder
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AP must be equipped PoE+
injector. The PoE injector
must be rugged and
industrial grade to sustain
environment conditions for
outdoor deployment

Interface Requirement

The AP must have 2x1GE
RJ45 ports

The AP must have 1xGE SFP
ports

The AP must be able to
support PoE" or PoE+
standard

Performance

The AP must support IEEE
802.11ac wave-2 standard

The AP must support 3x3
MiMO and 3 spatial
streams

The AP must provide 2:4G
or betterthroughput

The AP must be able to
support 100+ concurrent
users

The AP must have at-least
IP67 rating

Transmit Power/Antenna

Gain

The AP antenna gain
should be minimum 10dBi
for 2.4Ghz and 5Ghz

The AP maximum support
transmit power up to be

Seal & Signature of Bidder
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25dBm

L2, L3 and QoS Features:

The AP must support LLDP
standard

The AP must support SSID
hiding and SSID based
VLAN assignment

The AP must comply with
WMM standard

The AP should also‘support
WDS and Wireless Mesh
Network

WLAN Features:

The. AP should support 16
or more SSIDS or virtual
Aps

The AP must support beam
forming, STBC, LDPC, MLD
and MRC and similar signal
enhancement technologies

The AP must support DFS
to. provide  protection
against interferences.

The AP  must support
WIDS/WIPS function

The AP must also support
packet-based power
adjustment to  reduce
power consumption and
interference by adjusting
transmit power to client

The AP must support L2

Seal & Signature of Bidder




Page | 81

and L3 roaming.

The AP must support
802.11k and 802.11v smart
roaming

The AP must support
security encryption and
authentication mechanism
including  WEP, WPA,
WPA2, WAPI, AES, TKIP,
IEEE 802.11w, IEEE
802.11x, AAA, RADIUS, EAP
Types (including EAP-SIM)
and PKI.

The AP must support BYOD
and location services
including:

Identifies the device type
according to the OUl in the
MAC address

Identifies the device type
according to. the User
Agent. information in an
HTTP packet

Identifies the device type
according to DHCP options

The RADIUS server delivers
packet forwarding,
security, and QoS policies
according to the device
type carried in the RADIUS
authentication and
accounting packets

The AP must support
spectrum analysis (without
additional hardware or
license)

High Availability:
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- The AP must support Dual
CAPWA tunnels to WLAN
controllers to provide high
availability and resiliency

- The AP should provide up
to 4kV surge protection on
antenna ports.

- The AP should provide up
to 4kV surge protection on

network ports.

- The AP should support

operating temperature
from -40°C to +60°C to
sustain the harsh

environment conditions for
outdoor deployment.

Management:

- The AP must support local
management through
console

- The AP must support telnet
and SSHv2

- The AP must support
secure FTP

Warranty and Support

Service:

-  The proposed hardware
must include three-year
comprehensive  warranty,
support services and 9x5

next business day
replacement directly from
OEM

Seal & Signature of Bidder




SCHEDULE OF REQUIREMENTS

Page | 83

1. DESKTOP COMPUTERS FOR NEW TRAINERS FOR LAB 30

AND 31
Sr. | Specification Qty. Unit Price Total Price | DELIVERY
No. (Incl. of Govt. | (Incl. of PERIOD
Taxes) INPKR | Govt. AFTER
Taxes) In RECEIPT OF
PKR SUPPLY
ORDER
01 | Desktop Computers HP/Dell or |21 30 Days

Equivalent

Intel Core i5-4590 or above
Processor (6M Cache, 3.3 GHz up to
3.7 GHz) Intel HD Graphics 4600
Intel H81 Chipset 4 GB 1600 MHz
DDR3 Memory 500GB SATA Hard
drive (7200RPM) 16Xdvd+/-RW
USB KEYBOARD

USB OPTICAL Mouse

Windows 10

Total Amount inclusive of all govt. applicable Taxes

Note:

1. WARRANTY/GUARANTEE:

03 Years or as per Manufacturer

2. In case of discrepancy between unit price and total the unit price shall prevail under
provision of SPP Rules 2010 (amended in 2013)

Seal & Signature of Bidder
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Section VI. Sample* Forms

Notes on the Sample Forms

The Bidder shall complete and submit with its bid the Bid Form and Price Schedules pursuant to
ITB Clause 9 and in accordance with the requirements included in the bidding documents.

When requested in the Bid Data Sheet, the Bidder should provide the Bid Security, either in the
form included hereafter or in another form acceptable to the Procuring agency, pursuant to ITB
Clause 15.3.

The Contract Form, when it is finalized at the ‘time of contract award, should incorporate any
corrections or modifications to the accepted bid. resulting from price corrections pursuant to ITB
Clause 16.3 and GCC Clause 17, acceptable deviations (e.g., payment schedule pursuant to ITB
Clause 25.4 (c), spare parts pursuant toATB Clause 25.4 (d), or quantity. variations pursuant to ITB
Clause 29. The Price Schedule and Schedule of Requirements deemed to form part of the contract
should be modified accordingly.

The Performance Security and Bank Guarantee for Advance Payment forms should not be
completed by the bidders at the time of their bid preparation. Only the successful Bidder will be
required to provide performance security and bank guarantee for advance payment in accordance
with one of the forms indicated herein or in another form acceptable to the Procuring agency and
pursuant to GCC Clause 7.3.and SCC 11, respectively.

The Manufacturer's Authorization form should be completed by the Manufacturer, as
appropriate; pursuant to ITB Clause 13.3 (a).

Seal & Signature of Bidder
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SAMPLE FORMS

BID FORM AND PRICE SCHEDULES 60
PRICE SCHEDULE 61
BID SECURITY FORM 62
CONTRACT FORM 63
PERFORMANCE SECURITY FORM 64
BANK GUARANTEE FOR ADVANCE PAYMENT 65
MANUFACTURER’S AUTHORIZATION FORM 66
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1. Bid Form and Price Schedules Date:
IFB N°:

To: [name and address of Procuring Agency]
Gentlemen and/or Ladies:

Having examined the bidding documents including Addenda Nos. [insert numbers] , the receipt of
which is hereby duly acknowledged, we, the undersigned, offer to supply and deliver [description of goods
and services] in conformity with the said bidding documents for the sum of [total bid amount in words and
figures] or such other sums as may be ascertained in accordance with the Schedule of Prices attached
herewith and made part of this Bid.

We undertake, if our Bid is accepted, to deliver the goods in accordance with the delivery
schedule specified in the Schedule of Requirements.

If our Bid is accepted, we will obtain the guarantee of a bank in'a sum equivalent to
percent of the Contract Price for the due performance of the Contract, in the form prescribed
by the Procuring agency.

We agree to abide by this Bid for a period. of [number] days from the date fixed for Bid opening
under Clause 22 of the Instructions to Bidders, and<it shall remain binding upon us and may be
accepted at any time before the expiration of that period.

Until a formal Contract is prepared and executed, this Bid, together with your written
acceptance thereof and your notification of award; shall constitute a binding Contract between us.

Commissions or gratuities, if any, paid or to be paid by us to agents relating to this Bid, and to
contract execution if we are awarded the contract, are listed below:

Name and address of agent Amount and Currency Purpose of Commission or
Gratuity

(if none, state “none”)
We understand that you are not bound to accept the lowest or any bid you may receive.
Dated this day of 2016

[signature] [in the capacity of]

Duly authorized to sign Bid for and on behalf of

Seal & Signature of Bidder
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PRICE SCHEDULE (to be filled by Supplier/bidder)

Country of QrYy Unit Rate C&F Total Amount Delivery

No. Description Origin C&F Period

Note: In case of discrepancy between unit price and total, the unit price shall prevail. This Price
Schedule must be filled by bidder.

Accordingto SPP rules 2010 (amended in 2013) of Rule 42:

For the purpose of comparison of bids quoted in different currencies, price shall be converted into a
PKR. The rate of exchange shall be the selling rate prevailing seven working days before the date of
opening of the bids, as notified by the State Bank of Pakistan;

Note:

INSTALLATION CDS AND LAB MANUAL MUST BE PROVIDED BY
BIDDER/SUPPLIER/AUTHORIZED MANUFACTURER AT FREE OF COST.

BIDDER SHALL PROVIDE FREE OF COST TRAINING TO PROCURING AGENCY’S
DESIGNATED OFFICERS AT DUET PREMISES.

Seal & Signature of Bidder
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2. Bid Security Form (N/A)

WHEREAS, [insert name of Bidder] (hereinafter called the “Bidder”) has submitted his bid dated
[insert date] for the [insert name of contract] (hereinafter called the “Bid”).

KNOW ALL PEOPLE by these presents that we [name of bank] Of [name of country], having our
registered office at [address of bank] (hereinafter called “the Bank”), are bound unto [name of Procuring
agency] (hereinafter called “the Procuring agency”) in the sum of for which payment well and truly
to be made to the said Procuring agency, the Bank binds itself, its successors, and assigns by
these presents. Sealed with the Common Seal of the said Bank this day of

2016.

THE CONDITIONS of this obligation are:

If the Bidder:, withdraws its Bid during the period of bid validity specified by the Bidder on
the Bid Form; or

2 If the Bidder, having been notified of the acceptance of its Bid by the Procuring agency during
the period of bid validity:

(@) fails or refuses to execute the Contract Form, if required; or
(b) fails or refuses to furnish the performance security, in accordance with the Instructions to
Bidders;

we undertake to pay to the Procuring agency up to the above amount upon receipt of its first written
demand; without the Procuring agency having to substantiate its demand, provided that in its demand
the Procuring agency will note that the amount claimed by it is due to it, owing to the occurrence of
one or both of the two conditions, specifying the -occurred condition or conditions.

This guarantee will remain in force up to and including twenty eight (28) days after the period of bid
validity, and any demand in respect thereof should reach the Bank not later than the above date.

[signature of the bank]

Seal & Signature of Bidder
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3. Contract Form

THIS AGREEMENT made the day of 2017 between [name of Procuring Agency] Of
[country of Procuring agency] (hereinafter called “the Procuring agency”) of the one part and [name of Supplier]
of [city and country of Supplier] (hereinafter called “the Supplier”) of the other part:

WHEREAS the Procuring agency invited bids for certain goods and ancillary services, viz., [brief
description of goods and services] and has accepted a bid by the Supplier for the supply of those goods and
services in the sum of [contract price in words and figures] (hereinafter called “the Contract Price”).

NOW THIS AGREEMENT WITNESSETH AS FOLLOWS:

1. In this Agreement words and expressions shall have the same meanings as are respectively
assigned to them in the Conditions of Contract referred to.

2. The following documents shall be deemed to form and be read and construed as part of this
Agreement, viz.:
€) the Bid Form and the Price Schedule submitted by the Bidder;

(b) the Schedule of Requirements;

(c) the Technical Specifications;

(d) the General Conditions of Contract;

(e) the Special Conditions of Contract; and

) the Procuring agency’s Notification of Award.

3. In consideration of the payments to be made by the Procuring agency to the Supplier as

hereinafter mentioned, the Supplier hereby covenants with the Procuring agency to provide the goods
and services and to remedy defects therein in conformity in all respects with the provisions of the
Contract

4, The Procuring agency hereby covenants to pay the Supplier in consideration of the provision
of the goods and services and the remedying of defects therein, the Contract Price or such other sum
as may become payable under the provisions of<the contract at the times and in the manner
prescribed by the contract.

IN WITNESS whereof.the parties hereto have caused this Agreement to be executed in accordance
with their respective laws the day and year first above written.

Signed, sealed, delivered by the (for the Procuring
agency)
Signed, sealed, delivered by the (for the Supplier)

Seal & Signature of Bidder
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4. Performance Security Form

To: [name of Procuring agency]

WHEREAS [name of Supplier] (hereinafter called “the Supplier”) has undertaken, in pursuance of
Contract No. [reference number of the contract] dated to supply [description of goods and services]
(hereinafter called “the Contract”).

AND WHEREAS it has been stipulated by you in the said‘Contract that the Supplier shall furnish you
with a bank guarantee by a reputable bank for the sum specified therein as security for compliance
with the Supplier’s performance obligations in accordance with the Contract.

AND WHEREAS we have agreed to give the Supplier a guarantee:

THEREFORE WE hereby affirm that we are Guarantors and responsible to you, on behalf of the
Supplier, up to a total of [amount of the guarantee in words and figures], and we undertake to pay you, upon
your first written demand declaring the Supplier to be in default under the Contract and without cavil
or argument, any sum or sums/within the limits of [amount of guar-antee] as aforesaid, without your
needing to prove or to show grounds or reasons for your demand or the sum specified therein.

This guarantee is valid until the day of 2016

Signature and seal of the Guarantors

[name of bank or financial institution]

[address]

[date]

Seal & Signature of Bidder
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5. Bank Guarantee for Advance Payment

To: [name of Procuring agency]

[name of Contract]
Gentlemen and/or Ladies:

In accordance with the payment provision included in_the Special Conditions of Contract, which
amends Clause 16 of the General Conditions of Contract to provide for advance payment, [name and
address of Supplier] (hereinafter called “the Supplier”).shall deposit with the Procuring agency a bank
guarantee to guarantee its proper and faithful performance under the said Clause of the Contract in
an amount of [amount of guarantee in figures and words].

We, the [bank or financial institution], as instructed by the Supplier, agree unconditionally and irrevocably to
guarantee as primary obligator and not @as surety merely, the payment to the Procuring agency on its
first demand without whatsoever right of objection on our part and without its first claim to the
Supplier, in the amount not exceeding [amount of guarantee in figures

and words].

We further agree that no change or addition to or other modification of the terms of the Contract to be
performed thereunder/or of any of the Contract documents which.may be made between the
Procuring agency and the Supplier, shall 'in any way release us from any liability under this
guarantee, and we hereby waive notice of any such change, addition, or modification.

This guarantee shall remain valid and in full effect from the date of the advance payment received by
the Supplier under the Contract until [date].

Yours truly,

Signature and seal of the Guarantors

[name of bank or financial institution]

[address]

[date]

Seal & Signature of Bidder
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6. Manufacturer’s Authorization Form

[See Clause 13.3 (a) of the Instructions to Bidders.]

To: [name of the Procuring agency]

WHEREAS [name of the Manufacturer] Who are established and reputable manufacturers of
[Name and/or description of the goods] having factories at [address of factory]

do hereby authorize [name and address of Agent] to submit a bid, and subsequently negotiate and sign the

Contract with you against IFB No. [reference of the Invitation to Bid] for the above goods manufactured by
us.

We hereby extend our full guarantee and warranty as per Clause 15 of the General Conditions of
Contract for the goods offered for supply by the above firm against this Invitation for Bids.

[signature for and on behalf of Manufacturer]

Note: This letter of authority should be on the letterhead of the Manufacturer
and should be signed by a person competent and having the power of
attorney to bind the Manufacturer. It should be included by the Bidder in
its bid else bid shall be rejected.

Seal & Signature of Bidder




